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Abstract — Automated educational systems account and classification of account objects issues are 
investigated in this article. To analyze LMS systems that develop accounts, classification and to study 
them by their specification considered to be the main object in this article. 

Keywords — Automated educational systems, LOG, protocol events, classification, representative 


of reference class 
INTRODUCTION 

In organising educational process in higher 
educational institutions and in controlling it 
automated educational system MOODLE [1-2] is 
used.Professora teachers and students are using this 
sytem effectively.Teachers create their own cource 
elements in this system and studen do their tasks 
according to these materials. These tasks are 
evaluated by professor- teachers and the system 
itself. To cut it short, educational process is 
organised; student’s knowledge is evaluated and 
educational system is controlled in this way. To 
learn aimed automated systems that perfommed in 
this way, to control their activity and monitoring is 
one of the basic objectives of present day 
educational system. 

Dynamic algorithm of automated educational 
systems account classification is elaborated, and 
due to it, algorithm of system database research 
objects classification task solution is developed. 

Imagine, to use the system, one of the cources 
are given. So, this cource is prepared by professor- 
teachers and is put into the system; learners, 
students and teachers of this cource are formed. 

It is required: to identify if the cource 
composition is complete; to identify when, where 
and which course elements are addressed by users; 
to solve such tasks as identification of quility index 
of effective using the cource included to system. 

Usually, to solve these issues, events list- files 
in chronological order used in big information 
systems are used. In some literature, [4-11] they are 
called “journal, report, registration file (uur. Log)”. 

Log-information consisted of special files, they 
are forming executed works in the system by users 
and programmes, as well as reports of executed 
events with the system and save it. 

To identify education quality, to organise and 
control it, to analyse how online technologies are 
effective, addressing to system by users, to know to 
what extent is important works they have done, to 
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which resource is being addressed, from which IP 
address have user entered, declarations to the 
system and their geography, the activity of students 
and teachers in the system, the level of usage of 
resources put in the system( adressing to them, 
copying out and etc.), execution of tasks and 
texts,also evaluation of students and other variety 
of things are made on the basis of these events 
reports. 

It is not a secret that in higher educational 
institutions “Educational information controlling 
systems” (EICS) is widely used in order to support 
tradional education (or to complete some elements 
of it) 

Educational Institutions through EICS is not 
able to do monitoring of process completely, 
however, EICS forms big data enable to do 
monitoring. 

We are required in order to do monitoring of 
system, to classify this BIG DATA finding and 
visualize them. 

The main issue is to analyze reports of formed 
events by LMS systems, classification, to learn 
them by their specifications and etc. 
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Fig]. Forming process classification of data in 
EICS 
Let’s address to account in order to solve the 
given task. Based on the following account data, 
report material created by Moodle system is 
illustrated below. 
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Fig2. The picture of report formed by Moodle 
system on the basis of account 

Moodle system save each movement of 
user.The figure shows simple report of account 
created by Moodle system. 

Teachers can monitor the syudents of this 
cource: what do they do, when and where do they 
do, also they can watch how students answer the 
test questions. 

Of course, these reports are useful, but they are 
not enough. For example, information below 
cannot form Moodle system. 

1. How many times student was member for the 
course? 

2. How many tests (questions) included to 
LMS? 

3. How many tests are passed in LMS? 

4. How many declarations have been made in 
LMS forums ? 

5. How many times resources have been added 
to LMS and etc. 

Moodle relying on its standart abilities, cannot 
form such data. In order to solve the problem, it is 
required to analyze data which placed in Moodle 
account. 

Below, the real view of account in database that 
is given for analysis is shown (in order to easily 
describe the data, csv format is used) 
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\core\event\user_enrolment_created;core;cre 
ated;user_enrolment;user_enrolments;2534;c;0; 
947;50;90;1275;90;1275;0;"a:1:{s:5:""enrol"";s 
:4:""self"";}";31431421985;web;188.113.200.23 
6;NULL 

\core\event\course_viewed;core;viewed;cou 
rse;NULL;NULL;1;2;947;50;90;1275;90;NUL 
L;0;"N;";1431421986;web;188.113.200.236;N 
ULL 

\mod_quiz\event\course_module_viewed;m 
od_quiz;viewed;course_module;quiz;28;1;2;85 
11;70;2524;1275;90;NULL;0;"N;";143142203 
6;web;188.113.200.236;NULL 

\core\event\role_assigned;core;assigned;role 
srole;5;c;0;947;50;90; 1276;90;1276;0;"a:3:{s:2 
"4d""31:2997;8:9:""component"";s:0:"""";s:6:" 
"jtemid"";1:0;}";1431422041;web;192.168.0.13 
0;NULL 

\mod_quiz\event\attempt_started;mod_quiz; 
started;attempt;quiz_attempts;204;c;2;8511;70; 
2524; 1275;90;1275;0;"N;";1431422123;web;1 
88.113.200.236;NULL 

\mod_quiz\event\attempt_viewed;mod_quiz 
;viewed;attempt;quiz_attempts;204;1;2;8511;70 
32524; 1275;90;1275;0;"a:1:{s:6:""quizid"";s:2: 
""28""s53"5143 1422124; web; 188.113.200.236;N 
ULL 

\mod_quiz\event\attempt_viewed;mod_quiz; 
viewed;attempt;quiz_attempts;204;1;2;8511;70; 
2524;1275;90;1275;0;"a:1:{s:6:""quizid"";s:2:" 
"28""5}"31431422157;web;188.113.200.236;N 
ULL 

The data is described in other way in the table 
below. 


Table 1 
son contex relate oe 
objectta| objecti|conte|text| |. .,/cour .| ny jtimecrjori) . 
eventname : tinsta juserid) _. , |duseri : ip 
ble d_ | xtid jleve : seid mo| eated |gin 
" nceid d a 
\core\event\user_enrolluser_enr 14314) we|188.113. 
ment_created olments pee eee eee ee ae] eee 21985) b | 200.236 
\core\event\role_assig 14314) we|188.113. 
ved we. | ee ee ee sd Le a8) & (200 936 
\core\event\course_vi 14314) we |188.113. 
sed NULL NULL | 947 |50| 90 | 1275 | 90 |NULL] 0 21986 b 200.236 
\mod_quiz\event\cour 14314) we|188.113. 
se_module_viewed | quiz | 7° [S°1!) | 2524 | 1279 | 90 |NULL) © | o5036 & |200.236 
\core\event\user_enrolluser_enr 14314} we|192.168. 
ment_created olments go92 eet 1) Se PATO) 20 | Tere 0 22041) b | 0.130 
7 
(cc) a 
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con ano 
; fa baehs contex relate A ‘ 
objectta| objecti conte|text) |. .,|cour .| ny |timecrjori;  . 
eventname , tinsta juserid) _. , |duseri F ip 
ble d_ | xtid lleve : seid mo| eated |gin 
1 nceid d i 
\core\event\role_assig 14314} we |192.168. 
at ale 5 947 |50} 90 | 1276} 90 | 1276] O 220411 b | 0.130 
\core\event\course_vi 14314} we |192.168. 
ae NULL NULL | 947 | 50} 90 | 1276| 90 |NULL] 0 220411 b | 0.130 

\mod_quiz\event\cour 14314) we|188.113. 
se_module_viewed | quiz oe Peed ee eee 22074| b | 200.236 
\mod_quiz\event\cour 14314) we 188.113. 
se_module viewed | quiz | 7% [S°1!) | 2924 | 1279 | 90 NULL) 9 | o5n091 & | 200.236 
\mod_quiz\event\atte | quiz_att 14314) we|188.113. 
mpt_started empts isd (cea (oP Pcca ictt)Rera U 22123) b |200.236 
\mod_quiz\event\atte | quiz_att 14314) we 188.113. 
mpt viewed | empts | 724 [B941| 70) 2924 | 1275 | 90 | 1279 | 9 | 5104 & [200.236 
\mod_quiz\event\atte | quiz_att 14314) we|188.113. 
mpt_viewed | empts | 724 [8941/ 70) 2924 | 1275 | 90 | 1275 | 0 | o51571 & [200.236 


In order to classify above mentioned data with 
EICS that was given in figure 1, the algorithm was 
ellaborated, as a result of processing data and 
classification, we can identify which event in 
system has happened and how many times it has 
happened. Moreover, we will have the graphic 
below. 


the number of declarations to the course elements 


120 


Fig 3. The graphic formed by “The course 

module viewed” parameter. 

Presented data is tha small part of processed 
data, and in fact, it is possible to form many 
graphics on the basis of account that can satisfy the 
customer. 

The mathematical consideration of the 
task. Imagine, that account is given in table 
presented below. 


1 42 N 
Hy XZ vee XY 
1 12 N 
X= X72, XQ) 1 XQ (1) 
1 4.2 N 
Xn Xp very X 


Here X — is the system, elements of account, the 
complex of events happening by system users, 
made works are x; = (x},x?,...,x/)and_ i-is 
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object of the table (event). Each x; —event is the 
complex of x; € Xevents, and regards to them. 

The table of events are required to classify X- 
events into different classes. That is, events 
complex have to be clustering. 

Thus, X —events should be divided into such m- 
classes, that these classes shoudn’t cross with each 
other: 

X = X, UX, V..U Xm X1 NX N..NXm = @. 

In the third figure graph, the number of 
declarations to the course elements are discribed. 
In its turn, the course elements the “course module 
viewed” value is equal to 1, and it means that 
declaration has happened. 

The same mod_quiz_events — The events of 
test module, that is the test element parameters 
consist of the following. If test element object is 
signed with e, vector, than 


2 N : ; 
ei=(el,ep..e, ), ec(0 1), Oynya i 


1,N 

Here e!-vector parameters can be defined as 
follows: 

el= attempt abandoned (rejected); 

e? = attempt became overdue 

e} = attempt deleted; 

ej = attempt preview started ; 

e° = attempt reviewed; 

e? = attempt started; 

e/ = attempt submitted; 

e? = attempt summary viewed; 

e? = attempt viewed; 
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et = course module viewed; 

et! = edit page viewed; 

e;“ = question manually graded ; 
e;> = report viewed. 


2 N 
If e=(clei.-e,), e €{0, 1}, vector 
1 


parameter recieves value of 1, than it means that 
this event has happened, and if it recieves value of 
0, it means that event has not happened. For 
example:if e}? = 1, than it means that test was 
evaluated by hands, otherwise, if et? = O than it 
means that test result was not evaluated by hands 
again. 

In such way, the complex of e), € , €3, ..., e, EE 
vectors, that is, the complex of course elements 
identified by specialists in this sphere is given. 
Here: 

e,; — test elements vector; 

e, - lecture element vector; 

e3 - task element vector; 

e4 - glossary element vector; 

€s - resource element vector; 

€6 - questionare element vector; 

e7 - forum element vector; 

and etc. Each vector N is measured, and here it 
is 


N 1 
-(¢ © 5.5 EF, cef0,l}, i=TN, 
J j ; 
j=1n. 

Usually, F — is the course element — the set of 
vectors are identified by experts. 

“Accounts” — the algorithm of classification 
of events complex elements. 

Imagine, we are given the set of Fand X. 

Here X — is the set, elements of account, the 
complex of events happened by system user, made 
works x; = (x},x?7,...,x)”) is the i-object of table 
(event). Each x,;-event refers to the set and 
complex of x; €X. Events can be divided 
maximum into n classes. As the representative of 
each class e),€),€3,...,€, vectors defined by 
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experts. In its turn, they refer to ej, €7 , €3, ... 
set. 

Thus, the task can be defined briefly in such 
way: x; € X- events complex of EICS should be 
classified in comparison’ with standart 
€),€7 , 3, «., &, Objects. 

We present calculation algorithm to solve this 
task. 

The algorithm of task solution based on the 
theory of calculating marks [3]. 

One of the class represantative e; is chosen; 

1. Objects are chosen in sequence from events 
complex, and , and K; objects complex suitable 
for chosen e; on the basis of “Calculating marks 
algorithm” [3] is defined. Here, for all i=1,n 
situations, the process are repeated. 

2. After all K; objects complex are defined, it is 
considered that algorithm executed it’s job. 

3. Objects wchich is not refered to K;, that is, 
events are considered to be unclassified objects. 

The system is designed to ensure the quality of 
education by improving the organization and 
management of the e-learning process in 
educational institutions. makes it possible. 


,e,€E 


° 


GaN e2e%ino ve.0. 


Fig4. The results of the assessment of the 
provision of courses with course elements 
CONCLUSION 

The classification of account objects of 
information controllling system in education is 
studied and defined mathematically. Formation of 
model classes and on the basis of their selection, 
model class objects are purposed by experts. With 
the help of the theory and algorithm of calculating 
marks, hybrid algorithm and_ software _ that 

classifying EICS events objects are developed. 
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Annotatsiya. Magolada sun’iy intellekt usullariga asoslanib ishlab chiqilgan intellektual tizim 
yordamida ma’lumotlarni qayta ishlash yo‘li bilan yashirin qonuniyatlarni topish, hamda topilgan 
qonuniyatlarga asoslanib don sifati yugori bo‘lgan bug‘doy navlarini aniqlash masalasi qaralgan. Natija 
sifatida bug‘doy navlarining don sifati yugoriligini ta’minlovchi alomatlar aniqlangan. 

Kalit so‘zlar. Sun’ty intellekt, intellektual tizim, alomat, CropStat, GenStat, Statistica, tanlanma, 
miqdoriy alomat, latent alomat, letentlashtirish, alomat vazni, informativ alomat 


I. KIRISH 
Magolada_ bug‘doy  navilari___iustida 
o‘tkazilgan tajribalar natijasida _to‘plangan 


ma’lumotlarni sun’iy intellektning berilganlarni 
qayta ishlash usuliga asoslanib ishlab chiqilgan 
intellektual tizim yordamida yashirin 
qonuniyatlarni topish hamda topilgan 
qonuniyatlarga asoslanib don sifati yugori bo‘lgan 
bug‘doy navlarini saralab olish masalasi qaraladi. 

Hozirgi kunda olingan tajriba natijalarini 
ilm-fan yutuqlariga tayangan holda, virtual 
laboratoriyalardan foydalanib o‘tkazish 
imkoniyati mavjud. Shu © sababli virtual 
laboratoriyalarni tashkil etish va _ olingan 
tajribalarni bugungi kun fan  yutuqlaridan 
foydalanib o‘tkazish uchun sun’ iy intellekt asosida 
ishlovchi intellektual _tizimlarga __ ehtiyoj 
yugoriligini alohida ta’ kidlash joiz [1]. 

Qishloq xo‘jaligi sohasida to‘plangan 
tajribalarga va ayrim mahsulotlarga tegishli 
bo‘lgan parametr (alomat)larga tayanib ishlovchi 
bir qator tizimlar o‘tgan asrning oxirlarida paydo 
bo‘la boshladi [2,3]. 

Hozirda  qishloq  xo‘jaligining — turli 
yo‘nalishlari uchun tajriba maydonlari va umumiy 
ekin maydonlaridan olingan ma’lumotlarni tahlil 
qilish, hamda ulardan foydalanish uchun bir qator 
maxsus dasturiy vositalar mavjud bo‘lib, biz 
quyida ularning ayrimlariga to‘xtalib o‘tamiz [4]. 

1. Bunga misol qilib o‘tgan asrning 90- 
yillarida xalqaro Rays ilmiy tadqigot instituti 
tomonidan MS DOS operatsion tizimi (OT)da 
ishlovchi Irristat dasturini keltirish mumkin. Bu 
dasturning keyingi versiya (naql)lari Windows OT 
muhitida foydalanishga ham mo‘ljallangan. 
Keyinchalik bu dasturga nisbatan mukammalroq 
dasturiy vositalarga ehtiyoj tug‘ilgan. Shu sababli 
Irri firmasi Cimmyt firmasi bilan hamkorlikda 
qishloq xo‘jalik sohasidagi ma’lumotlarni tahlil 
qilishga mo‘ljallangan CropStat dasturini ishlab 
chiqdi. Ushbu dastur bazaviy statistik tahlil va 
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qishlog xo‘jaligi dala tajribalari ma’lumotlarini 
boshgarish bo‘yicha xalqaro dasturdir. 

Shuningdek ushbu dastur ma’lumotlarni 
tahlil qilish va boshqarishni muayyan dasturiy 
yechimlar yordamida amalga oshiradi, ammo 
to‘plangan ma’lumotlarni talqin etish qishlog 
xo‘jalik sohasida yugori tajriba darajasini talab 
etadi. Shu bilan bir gatorda bu dastur nafaqat 
qishloq xo‘jaligi loyihalarini amalga oshirishda, 
balki insonlarning kundalik qishloq xo‘jaligi 
mahsulotlariga bo‘lgan ehtiyojlarini qondirish 
uchun mo‘ljallangan statistik hisob-kitoblarni 
amalga oshirishda ham _ qo‘llaniladi. Dastur 
interfeysi sodda_ bo‘lib, uning — bajaradigan 
vazifalari dastur menyularida aks etgan. Dastur 
“sys” kengaytmali fayllar bilan — ishlaydi. 
Shuningdek dastur yordamida Anova, Dbase va 
Paradox kabi ma’lumotlar bazalari va boshqa 
ko‘rinishdagi buyruqli fayllarni ham qayta ishlash 
mumkin [5]. 

2. GenStat (umumiy statistika) dasturi 
qishlog xo‘jalik sohasiga oid ma’lumotlarni tahlil 
qilish uchun mo‘ljallangan dasturiy ta’minot 
to‘plamlaridan biri hisoblanadi va ushbu dastur 
1968-yilda ishlab chiqilgan bo‘lib, ko‘pgina ilmiy 
izlanuvchilar tomonidan mukammallashtirilib 
kelinmoqda. Dastur foydalanuvchilar uchun qulay 
interfeysga ega bo‘lib, professional modulli 
dizayn, grafik funksiyalar, chiziqli va aralash 
modellar bilan boyitilgan. GenStatning doimiy 
rivojlanishi VSN _ International (VSNi) kabi 
ragqamli algoritmlar guruhi asosida tashkil etilgan 
kutubxonalar hamda Rotham Sted Research 
Ungliz qishloq xo‘jaligi tadqiqotlari instituti) 
faoliyati bilan bog‘liq. 

Genstat o‘simlikshunoslik, o‘rmon xo‘jaligi, 
hayvonot olami va dorishunoslik kabi bir qator 
sohalarda go‘llaniladi. Shuningdek bu dastur bir 
qator rivojlangan Ilmiy tadqigot institutlar hamda 


korxonalar tomonidan tan olingan. Dastur 
tarkibiga statistik testlar, dispersiya  tahlili 
-) a 
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(ANOVA), regressiya tahlili va boshga statistik 
usullar asosida ishlovchi gism dasturlar kiradi. 

Dastur o‘zining elektron jadvaliga ega 
bo‘lib, u  skalyar, vektor, matritsa (jadval) 
ko‘rinishidagi ma’lumotlarni gqayta ishlashni 
amalga oshiradi. Shuningdek dastur jadvali MS 
Excel elektron jadvali bilan ham mos keladi. 

3. Statistika dasturi esa dastlab 1980- 
yillarning o‘rtalarida ishlab chiqilgan StatSoft 
dasturiy ta’minot to‘plamlaridan kelib chiqqan. 
1986-yilda Complete Statistical System (CSS) va 
1988-yilda Macintosh Statistical System (MacSS) 
chiqqandan  so‘ng, 1991-yilda Statistikaning 
birinchi DOS versiyasi foydalanishga taqdim 
etildi, hamda 1992-yilda Macintosh versiyasi ham 
foydalanishga topshirildi [6]. 

Statistica 5.0 versiyasi 1995-yilda ishlab 
chiqilgan bo‘lib, u yangi 32 bitli Windows 95/NT 
va Windowsning eski 3.1 versiyasida ham 
ishlagan edi. Unda ko‘plab yangi statistika grafik 
protseduralar, matn protsessori uslubidagi chigish 
muharriri (jadval va grafiklarni birlashtirgan) va 
foydalanuvchiga yangi protseduralarni osonlikcha 
loyihalashtirishga imkon beradigan (Masalan, 
kiritilgan Statistica Basic tili) muhit mavjud 
bo‘lgan. 

1996-yilda Statistica 5.1, keyinchalik 
Statistica CA97 va Statistica 98 versiyalari ishlab 
chigilgan. Va nihoyat Statistica 9.0 versiyasi 
2009-yilda ishlab chiqilgan bo‘lib, u 32 va 64 bitli 
kompyuterlarda ishlay oladi. Dasturiy ta’minotda 
ishlash, odatda ma’ lumotlar jadvalini yuklashni va 
ochiladigan menyulardan statistik funksiyalarni 
(Statistica 9.0 versiyasidan boshlab) lenta paneli 
ko‘rinishida foydalanish imkonini beradi. So‘ngra 
menyular o‘zgaruvchilarni kiritishni va_tahlil 
qilish turini talab  qiladi. Buyruqlar uchun 
ko‘rsatmalarni kiritish shart emas. Har bir tahlil 
grafik yoki jadvalli natijalarni oz ichiga oladi va 
ularni ish daftarida saqlaydi. Shuningdek, 
Statistica dasturi standart 2 va 3 o‘lchovli 
grafikalardan tashqari analitik va  qidiruv 
grafikalarini ham o‘z ichiga oladi. Shuningdek 
brashlash harakatlari tasvirlarni tekshirishga 
imkon beradi. 

Yugorida sanab o‘tilgan tizimlar qishloq 
xo‘jaligi sohasidagi bir qator masalalarni hal 
etishga gisman yordam bera oladi, ammo qishloq 
xo‘jaligida yetishtirilayotgan mahsulotlarning 
qurg‘oqchilikka va_ kasalliklarga chidamliligi, 
shuningdek hosildorligi hamda don sifati yugori 
bo‘lishi kabi bashoratlarni amalga oshira olmaydi. 
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Shu sababdan ham hozirgi kunda bu_ kabi 
murakkab__ bashoratlarni amalga _ oshirishga 
mo‘ljallangan intellektual tizimlarni yaratishga 
ehtiyoj yugori [7,8]. 
Il. MASALANING QO‘YILISHI 

Respublikamiz hududining —janubiy 
hududlarida ekib kelinayotgan bug‘doy navlari 
orasidan o‘tkazilgan tajribalar natijasida yig‘ilgan 
ma’lumotlar jadvali (tanlanma)  faylidan 
foydalanib ularning don sifati yuqori bo‘lishini 
ta’minlovchi alomatlarning vaznlari hisoblansin. 

Biz qo‘yilgan masalani hal etish maqsadida 
Janubiy dehgonchilik Ilmiy tadqigot instituti 
tomonidan O‘zbekiston respublikasining janubiy 
hudud (xususan, Qashgadaryo va Surxondaryo) 
larida ekib  kelinayotgan 120 ta _ bug‘doy 
navlarining 11 ta alomatlari bo‘yicha aniqlangan 
tajriba natijalarining ko‘rsatkichlariga tayanamiz. 
Ya’ni tanlanma (tajriba natijalari jadvali)dan 
foydalanib bug‘doy navlarining don = sifati 
yugoriligiga alogador __ bo‘lgan yashirin 
qonuniyatlarini aniqlashga harakat qilamiz va 
aniqlangan qonuniyatlarga tayanib bug‘doy 
navlarining don sifati yugori bo‘lish darajasini 
ta’minlovchi alomatlarning vaznlarini 
hisoblaymiz [9,10]. 

Alomatlarning vazn(hissa)larini 
hisoblashda quyidagi kriteriyadan foydalanamiz: 


2 
1f.1 2(.2 
2 Mi («i -1)+u; (« -1) 


2 

> l&il(l&il-1) 
rae . (1) 
era (es_[-4.4) ae 

21K ||K| 


bu yerda u;, u; lar [c,,c,] intervaldagi va mos 
ravishda qaralayorgan alomatdagi K, va K, 
sinflarga tegishli miqdorlar soni. u,, u> lar esa 
(c,,c,] intervaldagi va mos ravishda qaralayorgan 


alomatdagi K, va K, sinflarga tegishli miqdorlar 
soni [11,12,13]. 

Shuni alohida ta’kidlash = joizki 
alomatlarning vaznlarini hisolashdan avval soha 
mutaxassislarining fikriga tayangan holda bug‘doy 
navlarini don sifati yugoriligini ta’minlovchi 
alomatning qiymatiga ko‘ra 2 ta sinfga ajratib 
olamiz. Biz qarayotgan masalada_ tanlanmani 
“Kleykovina miqdori’” gqiymatining kamayishi 
bo‘yicha tartiblab, qiymati 27.5 dan yugori 
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bo‘lgan 25 ta bug‘doy navlarini 1-sinfga, golgan 

95 tasini esa 2-sinfga tegishli deb qaradik. 
Eksperiment va olingan natijalarning 

tahlili. Yuqorida qo‘yilgan masalani hal etish 
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magqsadida O‘zbekistonning janubiy hududlarida 
ekib kelinayotgan 120 ta bug‘doy navlarining 
tajribalar natijasida aniqlangan 11 ta miqdoriy 
alomatlarini oldik. 


1-jadval. 
Tajriba natijalari asosida hosil qilingan jadvaldan namuna. 
2 = 2| & = = 
e = & sai 7 le a 3 = 
. 3 5 Eo 36 = 6 © 3S ® x 6 
T/r Nav nomi ~= 3 3 § £<= = ar 2 = a £ 
= a Ts a i=} gs % .] Ee 35 ral 
E = 2 & & = o-g £ = = = 
el 3e|8e)s2/| 2 | 88/85] & | SFl82.| & | E 
Og au a & at = =e a &% (e) ZVeElaAzR ¢ a 
1)KR18-BWYT2IR-473 96 9 18 3,595 71,9 43,6 804,9 15,9 30,2 30 101,6 1 
2|/KR18-BWYT2IR-553 96 10 18 3,885 77,7 41,6 800,1 16,8 30,1 40 106,5 1 
3}KR18-BWYT2IR-511 110 10 18 3,73 74,6 42,6 802,2 16,5 29,8 30 103,5 a 
- 798,3 : 1 
5|KR18-BWYT2IR-590 818,3 1 


Endi obyektlarga tegishli har bir alomatni 
intervallarga ajratish va ularning vaznlarini 
hisoblash masalalarini yechamiz. Bu __ ishni 
keltirilgan ma’lumotlar va algoritmlarga tayanib 
yugoridagi (1) kriteriya asosida ishlab chiqilgan 
intellektual tizim yordamida amalga oshiramiz. 


Qulaylik uchun alomatlarning vaznlarini [0.1] 


oraliqga akslantiramiz. Chunki odatda vazni 0.5 
dan yugori bo‘lgan alomatning o‘mi muhim 
sanaladi. Bunda | (bir) vaznning yuqori qiymati, 0 
(nol) esa vaznning quyi qiymati hisoblanadi. 


2-jadval. 


Bug‘doy navlarining don sifati yugoriligi bo‘yicha alomatlarning vaznlari. 


Ne Alomat nomi CO Cl C2 Alomat vazni 

1. | Kleykovina miqdori, % 25 215 30,2 i 

2. | Oqsil miqdori, % 112 16,4 18,7 | 0,404404484453526 
3. | Hosildorlik, s/ga 15,3 qi 98 0,339561937372287 
4. | Boshog uzunligi,sm 6 10 i 0,339561937372287 
5. | Delyankadan olingan hosil, kg | 0,765 3,875 4,9 0,339561937372287 
6. | 1000 ta don vazni, gr 527A. 41,5 47 0,311648224443585 
7. | Ofsimlik bo‘yi,sm 78 107 135 | 0,287146319103109 
8. | Don naturasi, gr/] 732,1 798,3 838,1 | 0,266045175898824 
9. | Don shishasimonligi, % 27 40 65,5 0,254377202186999 
10.) IDK 12,3 103,2 116,6 | 0,25263820621859 
11.}| Boshogqchalar soni, dona 12 19 22 0,231959794554592 


2-jadvaldan ko‘rish giyin emaski, dastlabki 
olingan  natijada “Kleykovina  miqdori” 
alomatining vazni | (bir)ga teng. Bu tabity holat, 
chunki biz masalani yechishda ushbu alomat 
ustuni bo‘yicha gqarayapmiz. Lekin qolgan 
alomatlarning vaznlari yetarlicha emas, ya’ni kam. 
Shu sababli endi biz alomatlar o‘rtasidagi yashirin 
qonuniyatlarni aniqlashimizga to‘g‘ri_ keladi. 
Bunga ko‘ra alomatlarning vaznlari qiymatini 
oshirish maqsadida alomatlar fazosini 
latentlashtiramiz. Bu nima degani? Ya’ni x,- 


alomat bilan x;- alomatlarning vaznlarini, hamda 
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ularning (x, sae Gree Se eee /x;) kombinatsiyalari 
vaznlarini ham hisoblaymiz. Agar kombinatsiyalar 
natijasida hosil qilingan alomatlar vaznlari orasida 
x, chi va x, chi alomatlar vaznlaridan katta 
vaznlisi uchrasa har ikkala alomatlarni tashlab 
yuborib, ularning o‘miga hosil qilingan katta 
vaznli latent alomatni olamiz. Aks holda x, chi va 


x, chi alomatlarning vaznlari goldiriladi. 


Yugoridagi fikr va  mulohazalarga 
asoslanib alomatlar fazosining 
latentlashtirilgandan keying1 hisoblangan 


vaznlarini quyidagi 3-jadvalda aks ettiramiz. 
3-jadval. 
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Alomatlarning latentlashtirilgandan keyingi vaznlari. 


Ne 


Alomat yoki ularning kombinatsiyalari 


Alomat vazni 


1. 


Kleykovina miqdori 


1 


(((1000 ta don vazni*Oqsil miqdori)* 

(Boshog uzunligi* 1000 ta don vazni))* 

((1000 ta don vazni*Ogqsil miqdori)* 

(Boshog uzunligi*Delyankadan olingan hosil))) 


0,521622355994919 


(((1000 ta don vazni*Ogqsil miqdori)* 
(Boshog uzunligi* 1000 ta don vazni))* 
((1000 ta don vazni*Ogqsil miqdori)* 
(Boshog uzunligi*Hosildorlik))) 


0,521622355994919 


(((1000 ta don vazni*Oqsil miqdori)* 
(Boshog uzunligi* 1000 ta don vazni))* 
((Delyankadan olingan hosil*Ogqsil miqdori)* 
(Boshog uzunligi* 1000 ta don vazni))) 


0,521622355994919 


(((1000 ta don vazni*Ogqsil miqdori)* 
(Boshog uzunligi* 1000 ta don vazni))* 
((Hosildorlik*Oqsil miqdori)* 

(Boshog uzunligi* 1000 ta don vazni))) 


0,521622355994919 


(((Don naturasi/Oqsil miqdori)/ 

(Boshog uzunligi* 1000 ta don vazni))/ 
((1000 ta don vazni*Ogqsil miqdori)* 
(Delyankadan olingan hosil*Ogsil miqdori))) 


0,50797 1856188214 


(((Don naturasi/Oqsil miqdori)/ 
(Boshog uzunligi* 1000 ta don vazni))/ 
((1000 ta don vazni*Ogqsil miqdori)* 
(Hosildorlik*Oqsil miqdori))) 


0,50797 1856188214 


(((1000 ta don vazni*Oqsil miqdori)* 
(Boshog uzunligi/Don naturasi))* 

((1000 ta don vazni*Ogqsil miqdori)* 
(Delyankadan olingan hosil*Oqsil miqdori))) 


0,50797 1856188214 


(((1000 ta don vazni*Oqsil miqdori)* 
(Boshog uzunligi/Don naturasi))* 
((1000 ta don vazni*Ogqsil miqdori)* 
(Hosildorlik*Oqsil miqdori))) 


0,50797 1856188214 


10. 


(((Boshog uzunligi*Oqsil miqdori)* 
(1000 ta don vazni*Ogqsil miqdori))* 
((1000 ta don vazni*Ogqsil miqdori)* 
(Boshog uzunligi*Delyankadan olingan hosil))) 


0,49528504998067 


11. 


(((Boshog uzunligi*Oqsil miqdori)* 
(1000 ta don vazni*Ogqsil miqdori))* 
((1000 ta don vazni*Ogqsil miqdori)* 
(Boshog uzunligi*Hosildorlik))) 


0,49528504998067 


12. 


(((Boshog uzunligi*Oqsil miqdori)* 

(1000 ta don vazni*Ogsil miqdori))* 
((Delyankadan olingan hosil*Ogqsil miqdori)* 
(Boshog uzunligi* 1000 ta don vazni))) 


0,49528504998067 


13. 


((Boshoqchalar soni*Oqsil miqdori)* 
(O‘simlik bo‘yi*Delyankadan olingan hosil)) 


0,468378417186723 


14. 


Don shishasimonligi 


0,254377202186999 


3-jadvaldan ko‘rinadiki, (((1000 ta don 
vazni*Ogqsil miqdori)*(Boshoq uzunligi*1000 ta don 
vazni))* ((1000 ta don vazni*Ogqsil miqdori)*(Boshoq 
uzunligi*Delyankadan olingan hosil))), (((1000 ta don 
vazni*Ogqsil miqdori)*(Boshoq uzunligi*1000 ta don 
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vazni))*((1000 ta don vazni*Ogqsil miqdori)* (Boshoq 
uzunligi*Hosildorlik))), ((1000 ta don vazni*Ogsil 
miqdori)*(Boshoq uzunligi* 1000 ta don 
vazni))*((Delyankadan olingan hosil*Oqsil 
miqdori)*(Boshoq uzunligi*1000 ta don vazni))), 
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((1000 ta don vazni*Ogqsil miqdori)*(Boshoq 
uzunligi*1000 ta don _ vazni))*((Hosildorlik*Oqsil 
miqdori)*(Boshog uzunligi*1000 ta don vazni))) kabi 
latent alomatlar boshqa latent alomatlarga nisbatan 
yugori vaznlarga ega. Shuningdek bunday latent 
alomatlarning hosil qilinishida “1000 ta don vazni”, 
“Ogsil miqdori” va “Boshog uzunligi” kabi alomatlar 
muhim o‘rin egallamoqda. 
Wl. XULOSA 

Berilganlarni qayta ishlashga asoslanib 
yaratilgan intellektual tizimdan olingan natijalarga 
tayanadigan bo‘lsak, bug‘doy navlarining don 
sifati yugori bo‘lishida “Kleykovina miqdori”, “1000 
ta don vazni”, “Ogsil miqdori” va “Boshoq uzunligi” 
kabi alomatlar muhim o‘rin tutadi. 

Shuni ham ta’kidlash joizki, tizimdan 
olingan natijalar ishonchli_ bo‘lishi uchun 
birinchidan, tanlanma faylidagi soha 
mutaxassislari tomonidan tajribalar natijasida 
to‘plangan ma’lumotlar haqiqiy bo‘lishi lozim. 
Yig‘ilgan ma’lumotlar qanchalik haqiqiy bo‘lsa, 
tizimdan olingan natija ham shunchalik ishonchli 
bo‘ladi. 

Ikkinchidan, yugoridagi —_1-jadvaldan 
ko‘rinib turibdiki, bug‘doy navlariga mos keluvchi 
parametrlar turli o‘Ilchamlarda va ayrim alomatlar 
bir-biridan son qiymatiga ko‘ra keskin farq qiladi. 
Masalan, “O‘simlik bo‘yi” santimetrda, “1000 ta 
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don vazni” esa grammda. Shuningdek “Don 
naturasi” 720-840 oraliqdagi son qiymatlarni 
qabul qilsa, “Delyankadan olingan hosil” alomati esa 
0-5 oraliqdagi hagiqiy son qiymatlarni qabul 
qiladi. Ba’zan alomatlar orasidagi bunday farqlar 
tizimning noto‘g‘ri bashorat qilishiga sabab 
bo‘lishi ham mumkin. Shu sababli alomatlarning 
ustunlarini sayqallashga ehtiyoj tug‘iladi. 

Uchinchidan, alomat vaznlarini 
hisoblashdan avval soha mutaxassislari fikriga 
tayangan holda ahamiyatga ega bo‘lmagan alomat 
ustunlarini jadvaldan chiqarib (o‘chirib) tashlash 
lozim, aks holda shovqin obyektlarning ko‘payib 
ketishiga olib kelishi mumkin. Masalan, maqolada 
qo‘yilgan masalani hal etishda “Ekilgandan unib 
chiqquncha bo‘lgan kun”, “Unib  chigishdan 
tuplashgacha bo‘lgan kun” kabi bir qator 
informativ bo‘Imagan alomat ustunlarini tanlanma 
faylidan o‘chirib tashladik. 

Yugoridagi kabi  tadqiqotlarni sanab 
o‘tilgan kamchiliklarni bartaraf gilgan holda soha 
mutaxassislari fikriga tayanib boshqa informativ 
(muhim) alomatlarni asos qilib olib, yaratilgan 
intellektual tizimdan natijalar olinsa, turli xil 
tuproq va iqlim sharoitlariga mos bo‘lgan don 
sifatt yugori bo‘lgan_ navlarni _ saralash 
imkoniyatlari yaratiladi. 
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Annotatsiya: Axborot 


tizimining qabul 


qiluvchi tugunini kontseptual 


modellashtiris uchun usul tanlandi. Shu nugtayi nazardan, belgili graflar nazariyasi 
asosida bir qator vizualizatsiya va kontseptualizatsiya usullari ishlab chigilgan bo‘lib, ular 
orasida arxitektura va sintaksis yuqorida tavsiflangan vaziyatga to‘liq mos keladi. 

Kalit so‘zlar: Axborot, tarmoq hujumi, DNS, TCP, L2-L4, ICMP, HTTP, OSI, 


MAC, SYN, L3-L4. 


Kompyuter tarmog‘i xavfsizligini 
ta’minlash uchun an’anaviy texnik va 
dasturiy vositalar, masalan, xavfsizlik 
devorlari (tarmoqlararo ekran), hujumni 
aniqlash tizimlari tarmoq hujumlariga 
garshi turishning muhim tarkibiy qismidir, 
ammo ularning samaradorligi ko‘pincha 
tarmoq hujumlarining ko‘p turlari tufayli 
kam samarali hisobalnadi. Dunyo bo‘ylab 
DDoS hujumlarini aniqlash va_ ularga 
qarshi himoya uchun = yangi _ usullar 
o‘rganilmoqda va ishlab chiqilmoqda. 

Targatilgan tarmoq  hujumlariga 
qarshi kurashish usullari uch guruhga 
bo‘linishi mumkin: 

— statistik usullar. Asosiy vazifa 
tarmogq trafigini miqdorty tahlil qilishdir; 


— signatura  usullari. Statistik 
usullardan farqli o‘laroq, signatura 
yondashuvida tarmoq trafigining — sifat 


ko‘rsatkichlari baholanadi; 

— o‘qitish algoritmlari yoki sun’iy 
neyron tarmoqlari texnologiyasi yordamida 
qurilgan usullar. Bunday usullar statistik va 
signatura yondashuvlarini birlashtirishga 
imkon beradi. 

OSI modeli L2-L4 sathlarida tarmoq 
hujumlariga garshi turish usullari. Klassik 
usullar trafik filtrlash tamoyillariga 
asoslanadi [1]. 

Avstriyalik olimlar mijoz va server 
o‘rtasida aloqani simulyatsiya qilish uchun 
shlyuzdan foydalanadigan yondashuvni 
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ko‘rib chiqadi. Agar serverga ulanish talabi 
qabul qilinmasa, unda bunday ulanish 
noqonunty hisoblanadi va buzg‘unchining 
IP-manzili bloklanadi. Ushbu yondashuv 
yetarli darajada samarali emas, chunki 
noto‘g‘ri ulanishlarni taqlid qilishga 
urinishda shlyuzning o*zi ham bloklanishi 
mumkin. Bundan tashqari, ushbu usulni 
amalga_ oshirish uchun  qo‘shimcha 
resurslar talab qilinadi. 

Yehtimol, bu hujumlarga statistik 
filtrlash usullari bilan qarshi turish, ammo 
bu holda, agar hujumni aniqlash mumkin 
bo‘lsa, ushbu ulanishdan barcha_ trafik 
bloklanadi, shu jumladan  qonuniy 
foydalanuvchilar ham. Bunday hujumlarni 
aniqlash tamoyili mijozni serverga ulash 


uchun  so‘rovlarni_ solishtirishga va 
serverdan ushbu ulanishni tasdiqlovchi 
javoblarni olishga  asoslangan, agar 


so‘rovlar ko‘proq bo‘lsa, unda bunday 
ulanish bloklanadi. 

Bundan tashqari, OSI modeli tarmoq 
sathida tarmoq  hujumlariga = qarshi 
kurashishning yana bir usuli ham mavyjud, 
bunda teglar tarmoq orqali yuborilgan 
paketga qo‘shishdan iborat bo‘lib, u yerda 
foydalanuvchi ma’lum bir maxfiy kalit 
bo‘lisht mumkin, buning natijasida server 
foydalanuvchi gonuniyligini tekshirishi 
mumkin bo‘ladi. Ushbu usul TCP 
protokolini o‘zgartirishga asoslangan. 
Afsuski, bu kod _~ buzilganda’ va 
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buzg‘unchilar tomonidan kod _ qabul 
qilingan taqdirda yoki teglar 
qalbakilashtirilgan bo‘lishi mumkin bo‘lsa, 
bu usul ma’nosiz bo‘ladi. 

Barcha usullarni tahlil qilib, mavjud 
tizimlarning xavfsizligi me’zonlari asosida 
himoya qilish mexanizmi ishlab chiqildi va 
ushbu turdagi hujumlardan himoya qilish 
uchun tegishli sxemani tanlandi. 

Mualliflar eWMA nazorat kartalari 
usuli asosida hujumlarga qarshi kurashish 
algoritmini taklif gilishdi [2]. Ushbu usul 
eWMA nazorat’ kartalari yordamida 
anomaliyalarni aniqlash uchun kompyuter 
tarmog‘ining holatini nazorat  qilish 
tartibiga asoslanadi. Ish davomida olingan 
algoritm gayta tiklangan kompyuter lokal 
tarmog‘i misolida real vaqtda tajriba 
sinovidan o‘tkazildi. UDP-flud kabi bir 
gator hujumlar past intensivligidagi hujum 
bo‘lgani sababli, tarmoq anomaliyasini 
aniqlash  qiyinlashadi va — usulning 
samaradorligi yo‘q bo‘ladi. ishda soxta 
paketlardan gochish uchun qo‘shimcha 
ma’lumotlar paketlarini - raqamli izlarni 
sarlavhalarga joylashtirish orqali qarshi 
turish usulini ko‘rib chigiladi. Ragamli iz 
oz ichiga oldingi raqamli izdan olingan 
xesh-funksiyani, shuningdek, uzatiladigan 
paketning noyob yorlig‘ini oladi. Keyin 
keladigan paketlar router tomonidan 
filtrlanadi va ko‘plab soxta paketlar bilan 
manzillar bloklanadi. Ushbu  usulning 
kamchiliklari sifatida, birinchi navbatda, 
maxsus jihozlarni qayta ishlash va joriy 
etish zarurligi, shuningdek, buzg‘unchi 
tomonidan tarmoq topologtyasi ma’lum 
bo‘lganda bu usul samarasizligi qayd 
etiladi. Ishda tarmogq hujumlarini ro‘yxatga 
olish uchun dasturiy agentni qo‘llashni 


ko‘rib.—chiqiladi. Ushbu = yondashuv 
kiruvchi paketlar tezligini va tarmoq 
trafigini belgilash manzillarining 


entropiyasini tahlil qilishga asoslangan. 
Mualliflar tarmoq  trafigining normal 
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holatida tarmoq trafigining entropiyasi 
noldan kattaroqdir va kiruvchi paketlarning 
tezligi past bo‘ladi, aks holda entropiya 
hujumi nolga teng bo‘ladi va kiruvchi 
paketlarning tezligi yuqori bo‘ladi deb 
hisoblashadi. Eksperimental ravishda, bu 


yondashuv past tezlikda yaxshi 
samaradorlikni ko‘rsatdi, ammo _ 100 
Gb/soniyagacha bo‘lgan tezlikda 


qo‘shimcha tadqigotlar talab qiladi. Shu 
bilan birga, bu usul fagat ICMP, TCP 
paketlar uchun samarali, lekin UDP 
paketlar bilan samarasiz bo‘ladi. DDoS 
hujumlari foydalanuvchi uchun xavfli 
bo‘lib, hujum giluvchi DoS botlari bir 
vaqtning o‘zida barcha turdagi 
hujumlardan foydalanishga qodir, shuning 
uchun flud hujumlariga garshi kurashish 
usuli keng gqamrovli yondashuv bilan 
yechilishi kerak. 

Ishda tavsiya etilgan yondashuv [3] 
hujumlarni aniqlash klasterini tahlil qilish 
usulidan foydalanishga asoslangan. K- 
means algoritmi ishlatiladi. Ushbu agrotim 
Yevklid algoritmi yordamida x va y 
elementlari orasidagi masofani hisoblash 
uchun ishlatiladi. 

Algoritm quyidagi tarmoq 
parametrlarini hisoblash uchun ishlatiladi: 

1. paket hajmi normallashtirilgan 
entropiyasi; 

2. jority IP-manzilning normallash- 
tirilgan entropiyasi; 

3. manba portining normallash- 
tirilgan entropiyasi raqami; 

4. belgilangan IP manzillarining 
normallashtirilgan entropiyasi; 

5. yakuniy port normallashtirilgan 
entropiya raqami; 

6. paket tun normallashtirilgan 
entropiya (ICMP, TCP va UDP). 

Hujum paytida normallashtirilgan 
entropiya qiymatlari normal _hatti- 
harakatlardan chetga chiqadi va bu trafikda 
anomalni aniqlash uchun ishlatiladi. Oddiy 
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xatti-harakatlardan chetga chigishni, ya’ni 
hujum trafigini aniqlash uchun entropiya 
qiymatlari uchun oldindan _belgilanadi. 
Zararli trafikni aniqlash samaradorligi 
97,25% tashkil etdi, bu juda_ yugori 
ko‘rsatkich hisoblanadi. 

Zararli trafikni aniqlash uchun 
noravshan mantiq asosida noravshan 
klaster tahlil usuli ham ishlatilgan. Ushbu 
usulni tarmoq trafigini tahlil qilish uchun 
qgo‘llash TCP, UDP, ICMP hujumlarini 
aniqlash uchun samaradorligini ko‘rsatdi. 
Shu bilan birga, zararli trafikni aniqlash 
98% tashkil etdi. 

Ushbu usullarning samaradorligi, 
TCP, UDP, ICMP fludlari kabi OSI 
modelining L2-L4 darajalarida tarmoq 
hujumlaridan himoyalanish — samarali 
bo‘lisht mumkinligini isbotlaydi, bu esa 
qonuniy foydalanuvchilar uchun server 
foydalanuvchanligiga ta’sir qilmaydi. Shu 
bilan birga, ushbu usullar, vositalar va 
kurash algoritmlari go‘llaniladigan DDoS 
hujumlariga garshi kurashish  uchun 
mutlaqo foydasiz. OSI modeli L7 ilova 
sathida bunday tahdidlarni aniqlash uchun 
yanada murakkab usullarni talab qiladi va 
ularga garshi kurashish uchun ko‘proq 
resurslarni sarflash kerak. 

OSI modeli ilova sathida DDoS 
hujumlari ilovalar yoki veb-serverlarning 
zaifliklaridan foydalanishni maqsad qiladi. 
Ushbu turdagi hujumlarni = aniqlash 
signatura va anomaliyaga, shuningdek, 


ushbu usullarni birgalikda ishlatishga 
bo‘linishi mumkin. Signatura — usuli 
nazoratlanuvvchi trafikka ega hujum 


signaturalarini solishtirishga asoslangan. 
Ushbu usul trafik holatidagi o‘zgarishlarga 
yugori sezuvchanlikka ega, ammo 
hujumning signaturasi tizimda 
tavsiflanmagan bo‘lsa, bu turdagi hujumni 
aniqlash mumkin emas. 

Tarmoq hujumlarini aniqlashning 
anomal usuliga kelsak, u zararli trafikni 
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aniqlashda anomal _ trafikning  xatti- 
harakatlarini avvalgi «normal» holat bilan 
solishtirishga asoslangan. Ushbu usulning 
kamchiliklari yolg‘on ishga tushishlarni 
yugori chastotasi hisoblanadi. 

Kamchiliklarni to‘ldirishning _ bir 
usuli - neyron tarmog‘ini qurish orgali ikki 
usulni birlashtirish bo‘lib, mualliflar 
tomonidan trafik xususiyatlariga 
asoslangan usul taklif qilinadi: kiruvchi 
yuklama va paketlar ketma-ketligi. Ko‘p 
o‘tmay, bu usul qo‘shimcha vaqt belgilari 
va xotira klassifikatorlari yordamida 
o‘zgartirildi, bu «tizimning holatini nazorat 
qilish imkonini beradi, bu esa suzuvchi 
oyna doirasida chegaralanmaydi. 
Qo‘shimcha vagqt belgilari klassifikatorga 
o*xshash paketlarni qabul qilish vaqtida 
qonuniyatlarni aniqlashga imkon beradi». 

Zamonaviy HTTP flud hujumlari 
mantiqan to‘g‘ri so‘rovlar va _ paketlar 
sarlavhalarinit o‘z ichiga oladi. Bundan 
tashgari, ularni amalga oshirish uchun 
boshqa hujumlarga qaraganda kamroq 
o‘tkazuvchanlik gobiliyati talab  etiladi. 
Bunday hujumning flud so‘rovlari har bir 
maqsadli obyekt uchun alohida yaratiladi. 
Bu HTTP hujumini aniqlash va blokirovka 
qilishni ancha qiyinlashtiradi. 

Ba’zi hujyumlar so‘rovlarni keshlash 
orgali qaytarilishi mumkin. Shunday qilib, 
agar ma’lum bir vaqt oralig‘ida bir xil 
so‘rovlar soni ruxsat etilgan miqdordan 
oshib ketgan bo‘lsa, so‘rovchilarning IP- 
manzillari stop-listga tushadi. Birog, hujum 
uchun har safar noyob so‘rovlar ishlab 
chigaradigan skript ishlatilishi mumkin. 
Bunday holda keshlash usuli foydasiz 
bo‘ladi. 

Ushbu turdagi hujumlarni aniqlash 
signatura spektral tahlil usuli yordamida 
amalga oshirilishi mumkin. Ushbu_ usul 
tizimning  xatti-harakatlarini _kuzatish, 
shuningdek miqdorlarning  xarakterli 
qiymatlarini nazorat qilish imkonini beradi. 
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Bir o‘lchovli vaqt oralig‘ini ko‘p o‘Ichovli 
holga = aylantirish = orqali ~_—_—olingan 
komponentlarni asosly komponent 
yordamida tekshirish mumkin. Ushbu 
usulning asosiy xususiyati shundaki, 
birinchi qarashda_ e’tiborga _loyiq 
bo‘Imagan gator tarkibiy qismlarining 
xususiyatlarini aniqlash mumkin. [5]. 
Aniqlash uchun kiruvchi va_ chiquvchi 
paketlar soniyasiga nisbati tahlil qilinadi. 
Hisoblash uchun formula quyidagi shaklga 
ega: 
RK, =T 1) 

bu yerda T; - kiruvchi tarfik hajmi, To 
- chiquvchi trafik hajmi. 

Kiruvchi trafik miqdori ortib borishi 
trafik o‘sishiga olib keladi, bu esa hujum 
qilish ehtimolini oshiradi. 


lial hati) || i |” 
v0} | a| ‘ 
wi } ut 1» 
1 } 
" i 10 12 
wt f raf | las 
1 howe dcicitisd 1 | IPAQ baanclnanihdass ahd sac | A 
; a : 0 


I-rasm. HTTP flud hujumlar Rip 
komponentlar 

Yangi arxitekturani yaratishga hojat 
yo‘q bo‘lgan. U qo‘shimcha va arzonroq 
yondashuvni tavsiflaydi. DNS 
infratuzilmasi DDoS hujumlaridan himoya 
qilishdan iborat barcha elementlarning 
100% mavjudligiga bo‘lgan ehtiyojdan 
xalos bo‘lish lozim. Bugungi kunda DNS 
resolverlari qidirish ish  faoliyatini 
yaxshilash va xarajatlarni kamaytirish 
uchun nom serverlaridan olgan javoblarni 
keshlaydi. Resolver hayot vaqt (TTL) 
javobi davomida o‘z-o‘zini javob berish 
uchun keshlangan javobidan foydalanish 
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mumkin. Magolada, rezolverlarning ishini 
TTL qiymati tugagan  keshlangan 
yozuvlarni olib  tashlamaslik uchun 
o‘zgartirish usuli taklif etiladi. Ushbu 
yozuvlar keshdan tushirilishi va alohida 
«Eskirgan kesh»da  saqlanishi  talab 
qilinadi. Hozirgi vaqtda keshlangan 
ma’ lumotlarga asoslangan javob 
berishning imkoni bo‘lmagan so‘rov DNS 
zonalarining butun iyerarxiyasini kesib 
o‘tadi va har bir qadamda mavjud hudud 
uchun nufuzli nom serverlarini so‘raydi. 
Shu bilan birga, ushbu jarayonning har 
qanday bosqichida barcha nom serverlari 
mavjud bo‘lmasa, bu jarayon amalga 
oshirilmaydi. Ushbu senariyda biz DNS 
serverlaridan eskirgan keshda saqlangan 
ma’lumotni mavjud bo‘lmagan hudud 
uchun so‘rovga javob berish va shuning 
uchun qidiruv jarayonini davom ettirishga 
ruxsat beramiz [6]. 

DHCP Starvation-ga gqarshi eng 
yaxshi himoya-bu  kalitni _—_‘to‘g‘ri 
sozlashdir[9]. Eng oson yo‘li — switch 
portidagi MAC manzillari sonini cheklash 
hisoblanadi. Shunday qilib, buzg‘unchi 
faqat yo‘riqnoma manzillarining barcha 
majmuini ishlata olmaydi, chunki hujum 
to‘xtatiladi. [9] maqolada IP-manzilni 
qabul gilishdan oldin MAC manzillarining 
haqiqiyligini tekshirish mumkin bo‘lgan 
yechimlardan biri ekanligini ko‘rsatadi. Bu 
mijozning autentifikatsiyasi [8] va amalga 
oshirilishi mumkin kengaytirilgan switch 
konfiguratsiyasini tekshirish orgali amalga 
oshirish mumkin. 

FTP protokoliga gilingan hujumlar 
TCP qo‘l siqish tizimidan foydalanadi va 
shu bilan ma’lumot yoki xato xabarini 
yetkazib berishni kafolatlaydi. Natijada, 
FTP serveriga DDoS hujumlari tarmoq 
darajasidagi TCP hujumiga tushadi [10]. 

Mavjud tahlildan ko‘rinib turibdiki, 
muayyan tarmoq hujumiga —§qarshi 
kurashish mumkin, ammo barcha mumkin 
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bo‘lgan hujumlarga qarshi turish uchun, 
DDOS hujumlariga garshi kurashish uchun 
OSI modelining tarmoq  darajasida 
qo‘llanilganidek, mashinali o‘qitish va 
neyron tarmoq algoritmlarini qo‘llash 
kerak. 

DDoS hujumlarini aniqlash 
usullarining barcha xilma-xilligiga 
qaramasdan, turli ma’lumotlarni qayta 
ishlash hajmini oshirish DDoS hujumlarini 
aniqlash uchun  yangi usullar’ va 
algoritmlarni ishlab chiqishni talab qiladi. 

Foydalanish bilan qurilgan tizimlar 
mashinali o‘qitish algoritmlari va neyron 
tarmoqlari aqlli aniqlash  tizimlarining 
sinfidir. Ushbu usullar yordamida siz ushbu 
turdagi hujumga xos bo‘lgan oldindan 
ma’lum bo‘lgan namunalar_ to‘plamiga 
ma’lum turdagi hujumlarni aniqlashga 
asoslangan klassifikatorni yaratishingiz 
mumkin. Shu bilan birga, ma’lum bir 
algoritmdan foydalanishning o‘ziga xos 
xususiyatlari tufayli yuz foiz aniqlikka 
erishish mumkin emas. 

DDoS hujumlarini aniglash uchun 
sodda Bayes klassifikatoridan 
foydalanishni ko‘rib chiqilgan. Bu usul 
Bayes nazariyasiga asoslangan bo‘linb, 
ehtimollik klassifikatori hisoblandi. Ushbu 
tasniflagichning afzalligi shundaki, u 
kichik ma’lumotlar to‘plamida osongina 
o‘qitish mumkin. Ushbu algoritmning 
salbiy tomoni shundaki, agar 
tasniflagichning bahosi nolga teng bo‘lsa, 
baholash qiymati ko‘paytirilganda 
ma’lumotlar yo‘golishiga olib_ keladi. 
DDoS hujumlarini aniqlash uchun bu juda 
muhimdir, chunki yuqori ma’lumotlar 
oqimi tufayli nol ehtimollik yuzaga kelishi 
ehtimoli yugori bo‘lib, bu _ tasniflovchi 
bashorat gqilish xatosiga olib_ keladi. 
Mualliflar mashinali o‘qitish algoritmiga 
asoslangan sinf — tasodifty o‘rmon ko‘rib 
chigadilar. Algoritm ishi hal gqiluvchi 
daraxtlar ansamblidan  foydalanishga 
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asoslangan. To‘g‘ri tasniflashning yuqori 
ehtimoli ko‘plab ansambllardan 
foydalanish bilan bog‘liq. Ushbu usul 
ko‘plab xusustyatlar bilan yaxshi ishlaydi, 
ammo ma’lumotlar to‘plamida juda ko‘p 
ma’nolarga ega bo‘lgan aniq qiymatlar 
mavjud bo‘lsa, unda bu holda tasniflovchi 
ushbu ma’lumotlarni eng muhim deb 
hisoblashi kerak. DDoS hujumlarida turli 
xil_ parallel hujumlar bo‘lisht mumkin, 


shuning uchun  bunday — hujumlarni 
aniqlashda xatolik yugori. Ishda eng oddiy 
va eng mashhur algoritm — mantiqiy 
regresstya ko‘rib chiqildi. Ishda_taklif 
qilingan usul foydalanuvchi  xatti- 
harakatining normal holatini 
modellashtirish uchun algoritmdan 
foydalanishni o‘z ichiga oladi. Ushbu usul 
botnetdan dastur darajasida hujumni 
aniqlay oladi, ammo _ kombinatsion 


hujumlarni aniqlash uchun samarali emas. 
[10] ish mualliflari mantiqiy regressiyaga 
asoslangan TCP Stack hujumlarining 
tasnifini ko‘rib  chigadilar. Mantiqiy 
regressiya tashlanmalarga sezgir bo‘lib, 
tasniflash uchun juda ko‘p ma’lumotlar 
mavjud bo‘lganda yugqori  darajadagi 
xatolarga ega. DDoS klassifikator modelini 
o‘qitish uchun hujumlar ko‘plab tarmoq 
paketlarining atributlari va metama’lumot 
o‘z ichiga olgan juda_ ko‘p_ kirish 
ma’lumotlarini talab qiladi, shuning uchun 


mantiqiy regressiya  bashorat  qilish 
xatosining yugori ehtimoli bor. 

Aniqlik — ko‘rsatkichlari = yuqori 
bo‘lisht mumkin bo‘lgan boshga algoritm 
mavjud — yechimlar daraxti algoritmi. 
Algoritmni  yaratish jarayoni  daraxt 


tugunlarida izchil qaror qabul giluvchilarga 
asoslangan. Algoritm ishi to‘xtab turish 
sharti yoki olingan tasniflash natijasiga 
erishilmaguncha davom etadi. Bu holda 
algoritm optimal baholash yuz foiz to‘g‘ri 
bo‘Imaydi. Ushbu algoritmning asosiy 
kamchiliklari qayta o‘qitilishi bo‘lib, bu 
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tasniflash uchun zarur bo‘lgan ayrim 
vogealarni noto‘g‘ri aniqlashga olib keladi. 
[10] mualliflari qaror daraxtlari 
algoritmidan foydalanib, DDoS 
hujumlarining tasnifini yaratish usulini 
ko‘rib chiqdilar. To‘g‘ri bashorat qilish 
ehtimoli xatosi 2-10% dan farq giladi, bu 
esa hujumlarning turiga bog‘liq bo‘lib, bu 
yugori ko‘rsatkich emas. 

Yugoridagi mualliflarning ishlarida 
ddos hujumlarini tasniflashning aniqligini 
baholashni taqqoslash turli xil ma’lumotlar 
to‘plamlarida turli xil natijalar olinishi 
bilan bog‘liq emas. DDoS hujumlarini 
tasniflash usulining = samaradorligini 
baholash mumkin bo‘lgan tasdiqlangan 
ma’lumotlar to‘plamida __ tadgqiqotlar 
o‘tkazish kerak. 

Chet ellik olimlar L3-L4, L7 [11] 
sathidagi barcha ma’lum turdagi DDoS 
hujumlarini o‘z ichiga olgan ma’lumotlar 
to‘plamini ishlab chiqdilar. Shuning uchun, 
bu ma’lumotlar to‘plami ma’lum bir ishlab 
chiqilgan usulning samaradorligi 
ko‘rsatkichi _sifatida ishlatiladi. Ish 
mualliflari tomonidan turli xil mashinali 
o‘qitish algoritmlaridan = foydalanish 
bo‘yicha tadqiqotlar o‘tkazildi. Quyidagi 
algoritmlar ko‘rib chigqiladi: Naiv Bayes 
klassifikatori, multinominal Bayes 
klassifikatori, tasodifiy o‘rmon, mantiqiy 
regressiya, ko‘p qatlamli perseptron, radial 
bazaviy funkstyalar tarmog‘i. Eng yaxshi 
baho DDoS huyumlarini aniqlovchi ko‘p 
sonli Bayes klassifikatori 
(NaivebayesMultinomial) tomonidan 
ko‘rsatildi - 93,6%. Bundan__tashqari, 
mualliflar ko‘p qatlamli perseptron (MLP) 
ni taqdim = etadilar, prognozlarning 
aniqligini baholash 98,6% ni tashkil qildi. 
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Ko‘p qatlamli perseptronning yuqori 
darajasiga qaramasdan ba’zi 
kamchiliklarga ega: juda murakkab amalga 
oshirish darajasi, qayta ishlov beriladigan 
serverning hisoblash kuchi uchun katta 
talablar, shuningdek, mashinani o‘qitish 
algoritmlariga nisbatan sekin ishlashi. 
Dissertatsiya tadqiqot belgilangan 
maqsadga erishish uchun, barcha mavjud 
DDoS hujum birlashtiriladsigan 
ma’lumotlar majmuini yaratish lozim. 
Ushbu to‘plamni_ shakllantirish uchun 
tarmoq hujumlarining OSI modeliga ko‘ra, 
kompyuter tarmog‘ining qabul qiluvchi 
tuguniga ta’ siri, ularning xatti- 
harakatlariga bog ‘liqligini to‘g‘ri tushunish 
kerak. Ushbu vazifalar yechimi DDoS 
hujumlari ta’siri ostida kompyuter 
tarmog‘ining qabul qiluvchi tugunining 
kontseptual modelini yaratish hisoblanadi. 


Ushbu~—-vazifa_~=suchun __ kontseptual 
modellashtirish ilgari go‘llanilmagan. 
Xulosa 


Axborot tizimining qabul qiluvchi 
tugunini kontseptual modellashtiris uchun 
usul tanlandi. DDoS hujumi tufayli bunday 
tugunning holatini o‘zgartirish tashqi 
omillarning magqsadli ta’siri ostida muhitda 
paydo bo‘ladigan hodisalar ketma-ketligi 
sifatida tavsiflanadi. Vizual modellarni 
yaratish bunday vaziyatlarni o‘rganishning 
eng qulay usuli hisoblanadi. Shu nuqtayi 
nazardan, belgili graflar nazariyasi asosida 
bir qator vizualizatsiya va 
kontseptualizatsiya usullari ishlab 
chiqilgan bo‘lib, ular orasida arxitektura va 
sintaksis yuqorida tavsiflangan vaziyatga 
to‘liq mos keladi. Ushbu usul hodisa butasi 
usuli deb ataladi. 
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CYHBHM MHTEJVJIEKTTA ACOCJIAHITAH “AKJIJIM WOPPAXA” JIMHAMHK 
CHTHAJIJIAPHHHHT KAMEPA OPKAJIN AJANTHB BOWIKAPHHT KOMILIEKCH 
Kapumoe Acpop Akoapoeuu 
Y36exuctou Pecny6muxacu AMB 2KXJ| AXXX MKBT xatra MyxaHaucn, KanuTaH 
E-mail: aasgarov @mail.ru 
Annomauyua. Makonala pecityOmukaHuHr yaBlaT Wyn xXapakaTH xaBdcv3IMK coxacHyarM 
MaBxKYy]| KAMYWIMKIap, YHU Oaptapad sTHUIAarM Yopa-TanOupapra TYxtTamMO Yrunran. WyHuurgex, 
TH3HMHU PVBOXKIAHTMpHIa %KaxoH TaxKpHOacnyan olijaiannlira KapaTwiraH MMKOHMATIAp 


KeJITHpHraH. 

Kanum cy3nap: Wyn xapakatu xapdcu3uru, Kongaby3aprukiap, akJWIM 4oppaxa, 
pakaMJlaluTHpui. 

Xosupia WaBllat nys XapakaTH BaKTHH cCe3MlapiM apaxkala KMCKapTHupHliyzan 


xaBDcH3IMIM XH3MaTH daomMATHAa POTO-Bu ACO 
Kai, 93TH TH3MMiapugaH doiiqananniyaH 
Tauikapu, peciyOmuKa yulOy #MuKécuya 
BHeoKaMepasiap KeHr KYJUIaHWJIMOKa. bupoK, 
pecityOsMKaMu3 «=xyfyqugaH yiraH = itynap 
aBTOMATIIAalITHpHuX doTo-Buyeo Kali 93TH 
TH3HMuIapH Onan TYIMK %*KMXxX03IaHMaraHJIMrH 
ca6aO 2KHHOATUMIIMKHHHT OM OMHMUMAarM 


KaTTa KaM4WJInkK1ap aH xucoosanayi. 
ABTOTpaHCHoOpT BOCHTalapHHuHr  Hywiapya 
XapakaTaHHIwMHH = TapTHOra comm,  ys- 


TpaHCHopT XOMCalapHHHHr OJMHM OJIMLIAaH, 
WYHHHT eK, *KMHOATYWJIMKHUHY OJIMHN OMIA 
xaBpcew3 Xyy_ sAapatwul Typiu  canouit 
OKHOaTIAapHHHT OMHH OMNI #8 MaKkcayMya 
XykKyMaT TOMOHHaH ONp KaTOp Kapop Ba 
dbapMoiimumiap KaOyn KuMHraH[1]. 

Uyn xapakaru xaBdcu3iMrn xu3MaTHHMHr 
cepBepura r1o0opHIMuIM, XxOaT akc 91raH 6 
COHHaaH uOopaT BuxeonaBxa xynyouii UXXB 
Jlapra YpHaTHaquran cepBepslapya cakJlaHHuin 
Ovs1aH }OKOPH MMKOHHATIapra 9ra OYaqu[2]. 

Ym0y TH3MMHU sApaTHMyaH acocnit Makcayl 
Hy xapakaTu Kouyaby3apmukKapH y4yH 2Ka30 
MyKappapJIMrHHH =TabMHHJall opKalM, ny 
XapakaTH KaTHalluWiapH TOMOHHaH coyup 
oTHaétranH WY xapakaTH Konzaby3apsMKapu 
COHHHM KaMalTHpHlll, WIyHMHTyeK, AaBlar Hy 
XapakaTH xaB@cH3sIMTH XH3MaTH XOJMMIIapH Ba 
Wy xXapakaTH KaHTHaluuMapH ypracuyarM 
OeBOCHTa MyJIOKOTZa KeyMO 4nkKaquMraH “WMHCOH 
OMMJIM”HH MHHMMall Japaxkara KaMaiTHpHLyMp. 
ly Ounan Oupra, %x*amMoaT TapTHOMHHHT 
Oy3HIMI, PaBKyOW1a Ba3snATIAapHU V3 BaKTHa 
aHHKlall, POTO Ba BUAeO axOopoTIapHU TYMTAL 
Ba KaliTa WWalliyja WW XaxKMMHM KaMaliTHpH, 
TH3MMHHHT WJIFOp WHHOBALMOH BUAeCOTAaXJIMII 
(yHKuMATapHAaN (PoijaiaHul opKasM KepaksIM 
MaBJIYMOTIAapHH OJ y4yH 3apyp OynraH 
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wOopar. 

Tvw3uMyarw = Ba3sHqaslapyaH =aHa = Oupu 
CypHUITHpyB XapaKaTiapHHu yrKa3suuiga AT 
épaamuya ouIMHTaH MaTepHasiiap aH 


dboiqananul, TesKop-HaBOaT4HIMK KMCMJIapura 
FOKMATHITaH BasndasapHu OarxKapHlin y4yH 3apyp 
Ky4  BocutTalap, TaxMIMi Ba  BH3yal 
MaBJIyMOTIap OwslaH TabMHHJIall XucoOsanadHi. 
Uyn xapakatu xKatTwawaunapwnuur iynnapya 
XapakaTIaHH MajaHHATHHU OWMpHu XucoOura 


WYyJI-TpaHcinopT xoyucamapu COHU Ba 
okHOaTIapHHH = KaMaliTMPHI, #KHAMpyBaAarn 
aBTOTpaHCcIlopT BOCHTasIapHHu aHvK alll 


2%KapaéHHHH aBTOMATIALITMpHWI XaMJla aHHKJIalll 
OpKaIw TH3HM Y3 WMMKOHHMATIApPHHH HaMoeH 
Kuiaynu[3]. 

Amara OWMpHiMla xky3qa TyTHITaH 
TH3HMHH ylira KYM OpKaIM TH3M4MHHHT 
Ba3ndpasapura ny xapakaTH 
Kouaby3apsIMKIapHHu aBTOMATHK Kali] STUI Ba 
Kougaby3apiuK TYFpHcCuAarM MabJlyMOTIAapHU 
KaliTta Wlylall MapKa3vra y3aTH opKasi 
aBTOTpaHcnopT  BOCHTaIapHHu = Y36eKUCTOH 
PecnyOmukach Vuku uliap Ba3upmurMHuur 
MaBxKy MabilyMoTIap Oa3acura aBTOMaTHK 
y3aTHWI, TpaHCHoOpT BOCHTaapHHuHHr jaBsaT 
pakaM OeuIrMapHHu aBTOMAaTHK paBHiiga TaHud 
OJIMMI Ba aHWKIalll XaMjja YHHHT XapakaTJaHUll 
HYHAIMLOM (MaplupyT)Hu Ky3aTHI, Yoppaxalapya 
BUACOKYy3aTYB TH3HMJIapHHH %KOpHii STH Ba 
TpaHcnopT BOCHTalapH XapaKaTHHU Ky3aTHU, 


Ba3sHaTIap coqup  OynmnuMyanH OMHTH 
xolaTiapHu Ba OolwKa xOfMCalapHu THKIAlll 
xaMya HY xapakaTH KOMaOy3aplMKIapH, 


BHJCOKOHTCHT Ba aHHKIaHraH aBylaT pakaM 
OerMapHHH MabJIyMoTIap Oa3acuya cakyialll 
Ba3sndbasapu %KOpHi KHIIMHATH. 


TH3HMHu aApaTuigza KyHuyaru 
MaiyOHIapHHi =TaluKWI = STH Makcayra 
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MyBoduK, eO xucoOnaimMu3. Abn, OyHya 
oObekTIap (oTO-BuyeO Kali ITM TH3MMsapu 
YpHaTusiraH MaiyoHap: Basuatiap Mapka3H 
MaiyjoHyacH =. (BM), Basupmuk Kamoart 
xaBbcu3iurn yenapramertu — Wyn xapakatu 
xaBDcv3IMIM XW3MaTH MabMypHit OnHocHuya 
MyXaHIMCIMK, TapMOK Ba OolIKa MaBxKy 
MH@pactpykTypasapyaH doifatanraH xoya 
*KOWNAMITHpHIM; MabsyYMOTIAapHH cakialll Ba 
KaliTa WWIalll Mapka3 MaityjoHuacn (Mapxka3) — 
Ba3upmuk 2Kamoat xaBdcu3iMru jelapTaMeHTH 
Uyn xapakatu xaBpcn30Mrn Xv3MaTHya TalIKH 
KMJIMHTaH MaBJIyMOTIIap Oa3acHHH cakjlalll Ba 
OolIKapHill ycKyHaslapH OvaH 2%KHxXO3IaHraH 


MaMOHYaHHHr Talk 9STHIMIM Makcayra 
MYBOQ@HK. 
AxOopoTualiTuput oObeKTHHU 


eKcIIyaTalud KWIMO wWapTiapH Ba atpod- 
MYXHMTHMHT XapakTepucTHKalapu TYyFpucuyarn 
MaBJIyMoTiap acocufa  axOopoTalmTrupuu 
oObekTIapu pecrtyOsMkKaHHHr Oapua 
xyayuapyya  TtTaTouK i KMIHHHO, TH3HM 
KypWJIMaslapHuHr y30K Ba JJaBOMJIM MINA, MI 
caMapayjopsIMrHHu olmmMpuut Makcayuya 
pecrtyOuMkKa HKIMM XoaTIapHHu KYy3a TyTraH 
XOJIJa TH3HMHM sApaTHu I03HuM. byHya, WKIMMu 
KeCKHH KOHTMHeHTal OYIHO YpTaya MMHUMaI 
XapopaT (aHBapb) 1.5 °C, MyTIaK MMHMMall 
xapopat -29.5 °C, ypraya MakcuMalI xapopaT +36 
°C (utob) xXucoOmaHagM. Mytiak MakcuMali 
xapopar +446 °C Ba ypraya  iMusIMK 
éruHrapymmuk 440 mm. Jienru3 caTxuyaH 
OamaH AMT 

105 Metp atpoduga. byHyan TaliKapu, TH3H4MHU 
sapaTHiuya oKOpHH KMWJIMHMIIM Ky3qa TyTHJIraH 
aBTOMaTIIalITHpHu oObekTIapu MeXaHHK 
pe30HaHc, cCHHycouja TeOpaHHul, MexaHHK 
CMIKMHUMIIap, mact atTMociepa OocumMu, MoFOp 
3aMOypyFilapu, WWM SpuTMasap, TaxkKOBy3Kop 
MyXHT kaOH TabcupiapyaH xomm OynnuM 
Kepak[4]. 

Tu3uMra Kyiuiaquran yMyMuit TaslaOsap 
TH3HMHUHY Hazopar alilapat-Aactypuli 
Maxmyach, Hy xapakaTu Kouyaby3apmMKIapu 
(boTO Ba BUAeOs3yBIAPHHUHT Mepudepus 
MakKMyallapu, MabJlyMOTJIap MMFUI, Caklalll Ba 
y3aTHI MOysIaprzan UOopat OymHO, 
TH3MMHUHY Oapya TyryHapH Ba TapKuOnit 
KMCMJIapu JacTypHi-TexHUK KypWwIMasapHu 
*KOMMAWTHpHMUIAU Xucoobra oyIraH xoua 
aBTOTpaHciopTapHuHr XaKHKHM OKMMM yuyH 
MYJDKasWIaHran Oya. 
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Tu3uM 24/7/365 pexumMuya HUI 1;opuTuMra 
ora 6ynm0, TH3HM MYHTa3aM  (HOpMaTHB 
xyxoKaTap TalaOlapura MyBO@MK) Ba 9IPKHH 
(lapaMeTpilapHu TapTHOra cojlyBuH HOpMaTHB 
xywKaTIap Ousan OenrusiaHraH 4erapasapaqan 
Talikapu) pexkuMJapya MIWA TabMHHIaHa sn. 

Tu3HMHuHT Oup éku Op Heya Ba3sHdaHu 
Oaxapa ouIMacJIMT'H éku (paosMAaT 
TlapaMeTpllapHHuHr MebépHi yerapasapyaH 
Talikapura YHKHWIM HOpMall HOI pexuMHyaH 
OPKHH pexKMMra YTHUIHHHr acocHi wapTH 
xucoOnanayn. 

TH3MMHHHT MUWIall pH — TH3HM Wy 
XapakaTH Konyaby3apsMKIapHHH anuKyia, Wyn 


XapakaTHu xaBQcv3IHTMHu TabMHHIalL, 
Ky3aTyBJarw OObBeKTNApHH Ha30paT KWH Ba 
MabMypHit xyKyKOy3apiuKiap TyFrpucuyarn 


WUWIapHH pacMuiialiTupull xXaMya WKPO STHUI 

MacajlajlapHH aBTOMaTalITHpUu (1-pacm). 
Tu3uM foupacnya Kyiugaru oObeKTIIAap 

WIUTHpOK 93THWIM TabMuHianaqu = =6“DATA 


CENTER”, Mapxa3 Ba OOsext (TomikenT waxap 
MUMcOMa Yoppaxalap, TYFPU WY yyacTKaylapu 
DUM-TeXHUK TabMHHOT). 


YpHatTusiraH act 


Be | 
1-pacm. Towxeum waxap MMB 7KX]{ 
AIXXX MKBTuune mavmyputt 6unocunune 
onepamopzap 3alu. 
“DATA CENTER”, Mapka3 Ba OOdsexKT 


yptacuya MabJLyMOTJIap ayIMaluMHyBHHu 
TalUKWJWIalwTHpyBuH = MabilyMoTIap y3aTHul 
TapMOFH TalukKH sTHIALH[S] 

Jlacrypuii-TexHuk TabMHHOTIa 
KMpHWHu TaluKWJWIaliTHpyBun xamya 
(boiyqananyBuMapHuuHr XyKyKlapu = yylapHHHr 
posmra MyBoduk OomkapuiayH. 

Kaiiy oTuuraH nys XapakaTu 
Kougaby3apmuKiapuH, OObBeKTIap Kky3aTyBH, 


KuqupyBaa OynraH dykapowapHuHr waxcura 
aHHKJIMK KMpUTHW, xap Oup OO‘eKTHHHT Y3uya 
capalaHHO MabilyMoTlap y3aTHUI TapMoru 
opkasim BasHpmuK MMB UME ra robopunamn. 
Kai sTuraH doTo-Buyeo MabilyMoTIap 
oObekTIapya JIOKaI XOa 9Hr KaMuya 7 KyH 
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aBOMH Ja MabsIyMOTIAapHH Y3ua cakaO KOJIMII 


camapaylopymmrura pHi MMKOHHATH 
sapaTuiayu. 
VUyn xapakata koujady3apmuKiapHan 


Jlapnat WYN xapakaTw xaBdcvu3inMrM xH3MaTH 
MacbyI XOJMMIapH TMOHN aH KYpHO 4nKuITHO, 
*KAapHMa COMM TYFpUCHAAarH Kapop Waka Yor 
oTHIaH Ba MaH3HITa eTKa3HO0 OepHlt y4yH 
“Y36ekucron mouracu” A)Kra roOopuann (2- 
pac). 


liva xapakatn Konaa6y3snanmaapnan 
Poro-Bie0 Kalil THMHBHY aBTOMATAAINTHpHATAK THSHMHBH CleHnapHiicn 


2-pacm. Ax6opom mu3uMuUHUHe UULIAU 
MexaHu3mu. 

1.Uyn xapakarn xKonyaO6y3apmuKnu 
aHHKJIOBYH KYpWJIMaHH YpHaTHIa TexHUK, 
mactypHii TabMMHOTIapHH TabMuplall Ba 
MYHTa3aM paBHiliya (TamaO 9THITaH xoua) 
aHTuaO TypHul MaxasIMi OroxKeT xucooOnqaH 
aMasira OWWMpHa yu. 


2. Ypuarunran xKypumma VWMB KX] 
UXXX ra, XMMosIaHraH aloKa TapMOFH OpKaJIv 
MHTerpalla KWIMHAM. 


3. Kypumma épyamuya anukyanran ity 
XapakaTw Kkongady3sapmuknaph WUMB KX] 
UXXX maxcyc 6ynumnapura Kenu6 TymaqHM 
xamyga ViuKu uuuap opranmapu “Mabmypuit 
amasIMéT” OYIMHMa XOAMMIapH TOMOHH aH 15 wo 
KyHH jaBpomMuya xKypHO unkulaqu Ba 
TacquklaHayu. 

4. Vuxu wiumap Ba3upmMru TOMOHMaH ity 
XapakaTHu Kougaby3apmuKapu ovina 
yukapunraH Kapop “Y36ekucrou mouracn” AK 
xamyja 8600-coHsmM Tenedou pakamu opKamu SMS 
xaOapHoma loOopuiaqH. 

5. Vuku umsap sasupaura Jlapnar ityn 
XapakaTH xXxaBQ@cvH3IMrH XW3MaTH TOMOHH aH 
kongaby3apimuK dyKapora HucOaTaH HOTYFpH 
TacqukKiaHraH, éKH KkoHaby3apiuK Oyiinua 
OemrMaHTraH o%KapvMaslapHu Tyall MMKOHU 
6ymMaraH Takiupya, xyxKaTIap Y36eKucTou 
PecnyOmukacu Cyqura rodopusiagqu. 
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6. Vuku umap Basupmmru TOMOHMAaH YI 
XapakaTHu Kouyaby3apmMKapu ovina 
qukapusiraH Kapop Oyiituua 60 KyH jJaBomuyza 
Kouyaby3ap TOMOHHaH 2%xKapHMa MaOylaFlapu 
TylaHMaraH Takyupya, yui6y Kapop V3GeKucTou 


PecnyOmukacu IIpokypatypa xy3ypuyaru 
MaxxOypuii wxpo Oropocura 1oOopusiagqu. 

7. Ypuarunran Kypysima épyamuya 
aHHKlanraH = KOMady3apyuKIap, ryMoHyop 


TpaHcnopT Ba WWaxciap 1o3acHyaH MabJIyMOT 
xaMya KoMyaby3apiuKkiap OYiu4a yHoaMpwiran 
*KapHMaslapHHH CyYMMacH 10O3aCHaH MaBJTyMOT 
OJIMI HMKOHNHH Toukent waxap MMbB ra kenn6 
TYIUMIUM Ba CaKIaHHIWHHH TabMHHIall MHOOaTra 
OJIMHVIH JIO3HM. 

Vuterpanua KHIMHayuran axOopot 
Tu3uMiapH) =«Toukent wmaxap WMbb xwuur 
“KyyupyByarn aBTOMallivHaslap” MabJlyMoTIap 
Oa3zach Ba “Mabmypuit amammér” KOMIUIeKC 
aBTOMaTJAalITHpHIran axOopot TH3MMura 
WHTerpalwa KMIMOT TH3MMHMHT IOKOpH 
HMKOHMATIAPHHU OUnO OepagH. 

AxOopoT TH3HMIapH YptTacuya axOopoT 
aIMalllnHyBu cTaHyapTalTMpwiran, 
UXTHCOCalraH MpOTOKoWIap Ba MabJIyYMOT 
aIMallnit dopmMatiapHHu Kya, sroHa 
KopmopaTuB axOopoT MaiiqjOHH opKalIM amasira 
ommupunagqu. Kopnopatus yapaxayaru axOopot 
xamkopsurn SSL/TLS mpotokomu untepdeticn 
TapkvOura KHpyB4u énMK cTaHyapTiap acocuya 
poTokosapyzan doipjawaHnut opkawM amazra 
OIMpHIMIIM 03MM xucoOsaHaqu[6]. 

TH3HMHUHT acocHii KOMIMOHeHTH, Oapya 
Kyi TH3MMJIapHUHr Y3apo XAMKOpJINK a aXOOPOT 
OvIaH TabMMHalll, KOMMyTalud Kyiv TH3HMu 
oynaqn. 

Tw3MMHuHr OapKapop Huan yuyH 
cepBepsiap, CepBep JacTypHii TabMHHOTIAapu Ba 
axOopoT y3aTHII TapMOoKIapHHuHr OeHyKCOH 
xXaMya y3u1yKCH3 Mali alMMHucTpatopsap 
TOMOHH aH TH3MMra dommlaHFrHu4 
MaBJIYMOTIAPHHHT TYFpH KAPHTHJIMUIM Ba Maxcyc 
aIMHHUCTpaTopIMK facTypH épaamuya TH3uM 
TYFpH = OomkapHO OopHiMum MOHHTOpHHT 
MapkKa3jlapHyaru olepaTopsiapra TeXHHK KYMaK 
OepyBuH OMMU Kys1a0-KyBBaTJIall 
XM3MaTHHWHT TYIaKOHIM aouMaAT KYpcaTHuIM 
opkKasIv amasira oWmMpHaqu. 

PecrtyOnukamu3y7a amMaylqaru 
KOHYHUMJIMKKa MyBO(UK MaxOypuit 
ceprudukaTialiTHpwiMwin JI0o3HM OYIraH TeXHUK 
BOCHTaslap TerHuwiH cepTuuKatiapra 96a 
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Oy WapT 7e0 Oemrunad Kyiunran. Uy Oouc, 
xap Oup KypHJIMa Ba KypHJIMa TH3HM JjacTypu 
cepTudukat acocnya ul daowMATHHH Oaxapann. 
Tu3uM oupacnya PoiipananusayquraH KOMIMIeKC 
KypusiMasiap, TeXHHK BOCHTalap, actTypuit 
TABMHHOTIapya WaTeHT Ba JIMIWeH3HA coduuru 
TAaBMMHIaHraH xXOla TH3MMHM spaTHiyaru 


lowuxaBuit equMsiap Y30eKHCTOH 
PecnyOmukacHHuHr aMasiaru KOHYH 
xyxoKaTIapHra MyBOdUuK MaTeHT codmurura 


*aBoO §6OepHIIMHH = MHOOaTTa oraH xoyna 
KypWIMa Ba KypHJIMa TH3HMHM spaTuil Kepak. 
byHaaH Tallikapv, TH3HMHM spaTuil y4yH 
TeXHOJOrHK e4HMIap Kyiusarn TanaOnapHu 
Oaxkapulll yYyH TabMHHaHalM| 7]. 

-KYHY TYH pexKHMHa y3lyKcH3 vaiyqu 
(24/7 pexum); 

- TaAKCMMJIaHraH MYXHTa OUP He4Ta TAaPMOK 
yckyHalapH OyaH Ullal UMKOHMATH 
MaBKy IMI; 


- TSR/IR IIpOTOKOIM ovina 
TeJIEKOMMYHUKalMA MYXHTH Aa Hal oanH; 


-ajloka KaHaWiapw uuviamMaii KouITaH 
Takyupya MabilyMoTiIapHH 7 KyHraya JIOKalI 
WucKiia cakiaO ayloka KaHaiapu THKIaHraHyau 
cYHr Mapka3ra eTKa3H0 OepuliM KY32a TYTMITaH; 


-aKJWJIM KaMepa MablIyMoTIapHu arap 72 
coat WaBomMuya TOIIKeHT maxap 
VMbb ra y3aTum UMKOHH OYsIMaca (cepBepuza 
HOCO3JIMK, alOKa KaHaJIv, 3IEKTp TapMOFH a y30K 
MyaTIM y3HIM ap oynraHya) 
MabJIYMOTIIApHH XOTHpaya MuFraH XosIa y3aTHO 
OOpHIIMHH TabMuHai an. 

Vnia6 wkuiaquraH axOopoT TH3HMH 
HIUOHWIMJINIM TH3MMyaH dbotiananu 
KoWalapura TYIMK pHOA KMJIMHTaH xoWapza, 


TYXTOBCH3, OapkKapop uliiamu Onan Oup 
KaTopya actypuii TabMHHOTAarM xXaTOUK 
cadaOsIM =TH3MMHHHr MIM TYxTaO KkoyIraH 


xoulaTiapya, TH3MMHMHT UWUIMHH TYIMK KaliTa 
THKIalll MMKOHHMATIApH MaBKY] OY Ba MapKa3 


TeXHHK BOCHTalapHHHr UWqaH 4AKMWIMHA 
wuHoobatra omM0, 3axHpa kKypHsIMalapuyaH 
(boiiqanaHult caMapalmm ycyl xMcoOlaHagn. 


TexHHK BOCHTalIap Ba ajloKa KaHaJuIapHHuHr 
OapKapop Ulam, 3apyp xouapaa 3yyIMK 
OusIaH TabMUpJaHuWH, pe3epB aloKa 
KaHasW1apHHu TallkKUI KHIM Ba 
MabJIyMOTIIapyaH pe3sepB Hyxca oMO TypuHIl 
TabMHHaHayqM. TexHukK BOCHTalIap €KH ayloKa 
KaHaslapuyia HOCO3IMK fo3ara_ KevlraHuya, 
jjacTypun MaXxCyJIOT Y3HHU Ba 
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y3  MabJIyMoTiap OaHKHHU 4quKHO 
Kommumra Yy3u cadadun 
9HeprMaAcH TabMHHOTHarM y3HIMu éKH 
MMITyIcwH HOCO3IMKIapqa xaM _ jjacTypuit 
MaxcyJIOT Y3HHH Ba Y3 MabJlyMOTIap OaHKHHH 
wuigaH 4MKHO §6KONMMIMrTa 63H = cabaun 
OyIMacIMTH JIO3HM. OyeKTp 9HeprMacu 
TabMHHOTH Aa 15 qakukaraya  OYylanqMraH 
y3HIMiap TH3M4MHMHT TYxTaO KONMMIMTa ono 
KeJIMaCJIMTM YOpalapH KYpHIraH OYUN JIO3HM. 

TexHHK Ba acTypHi BocuTaslapya ro3sara 
KeyIraH HOcO3IMKIap xaMjja yilapHu Oaptapad 
OTH yuyH KypuiraH yopaslap 
ayJIMMHUCTpatToplap TOMOHMAaH OatTadcun Kalin 
9THO ~OopuiMum Ba OyHyai HOcO3IMKIapHH 
KaMaHTHpul 4opasiapH Y3 BaKTHa KYpWJIMWIM 
TH3HM Ba KYpHJIMalap y4yH caMmapasIM ycyJI 
xucoOuanayn. 

MabislyMKH, KypWJIMasiap Ba aKJIIM KaMepa 
TH3HMU XaBQCH3JIHIH, ABHU DICKTp TapMorura 
yilaHraH Oapya TeXHUK BOCHTasap Tacoqumun 
TallKH TabcnpllapaH JO3MM JapaxKaya 
XMMOsuIaHraH OYIMMIM xaMya TOCT 12.1.030-81 
cTaHyapTu TaaOmapura acocaH 9JIeKTp 
HOCO3JINKIapH yah XMMOMIaHTaH OYUN JIO3HM 
neO KOHYHYMIMIMMH3 ya Oenrunad Kyiunran.[8] 

QyueKTp TabMHMHOTH TH3HMM IOKIaMaHHHT 
MebépHyaH OpTHO KeTHUIM 6KM KHCKa TyTalllyB 
xoulaTiapuyia aBTOMaTHK Y4HI, UlyHMHTyeK 
aBapHa xoulaTiapuya Kya yuaupuu 
MMKOHMATIapura ora Oyu XaM Ha3apyaH 
yeTya KOJIMINM Kepak 9Mac. TH3HMHHHT TCXHHK 
BOCHTaslapH yan doi qananumya MeXHaT 
xaBcn3IHIM Ba Myxoda3sacHHHHr aMasiyjarn 
KoWasapura aMasl KMJIMHMIH JIO3MM. 

TH3HMHVHT nual yuyH 
dboliqananunaquran Oapya TexHHK BOCcHTasap 
cepuaim uliad “nKapuran OYyMMIM xamMya 
MYBO@UKIMK cepTHpukatura 3xbTHOOp Oepuut 
Taa0 sTHIAa HM. 

AxOopot xaBdcv3IHrMHH TabMMHalya 
Xap KaHaw MaBbJIyMOT ONTHK WMwa Toa éKu 
cumcn3 (ICM) xumMosmanran émuK (VPN) 
KaHasllap OpKaIM eTKa3HJIMINM XO3Hprv pakamMJin 
WaBPHUHT SHI Kya ycyapuyan Oupuyzup. Ly 
caOaOmu OepuiaH Oapya MabsJIyMOTIap TYIHK 
XHMOA1aHaM Ba XAaB(CH3JIMK TabMHHaHayi. 

TH3HM JacTypHHUHT 9proHOMHKa Ba TEXHHK 
acTeTHKara XaM TYJIMK 9bTHOOP KapaTHI J1O3UM. 
byHya TH3MMHMHr 8 oligananyBun OnsiaH 
MYJIOKOTH BH3yall TpaduK unTepdeliic maka 
TalKH 9THIHO, yuOy uHTepdeliic Kya Ba 


wan 
oynayqu. OyTeKTp 
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TylyHapiu Oyu, MebépHqaH oOpTHK 
fapaxayaru rpapuK 9JIeMeHTIap Ba Typlu 
paHruap OnslaH roKaHTaH OYIMaciIMIM xamjla 
(botqanaHyBuMHUHT TalaOsapura Te3IMK Onan 
2#aBoO KaliTapHlin J103HM. 

TH3MMHUHT HaBHrallua BIeMeHTIapH XaM 
dotiqananyBuu =9yyyH- kKyslali,  TyllyHapmu 
KypuHulra 3sra Oyu Ba OMNTHMal >x*oiia 
*KOMMAWTHPWIMOIMHH TabMHHall JIO3MM. 
TvH3MMHHHT PYHKUMOHAa MOsyapHAH Mua 
qHKMI %Kapaéuuya Oup-Oupura Yxmam Oynran 
Oapya Ba3zHialapHHHr TexXHHK, HHPopMal{HoH, 
JIMHTBUCTHK, MaTeMaTHK Ba TalikWIMii euuMiapu 
Oup xu OYIMUIMTa SpMIUMM Kepak. 

TH3HMHUHT HuTepdeiicuHn 
owuxalawrupuya Kylyarwiapra axaMuAT 
OepHll Makcayra MyBOMUK: 

-xap Oup Mozy OYiw4a 9sKpaHya akc 
STTMpuiaguraH = Oapya wWakiap Oup xu 
Wu3aiinra 9ra OYUN Ba OOLIKapyB 3IeMeHTIapu 
Oup XHJI KOM a *KOMMAMITHpHIIMIH; 

-kKYpHHnum Yyxmaut OynraH OoLiKapyB 
IEMCHTIApHHUHY MWA TapTHOU xaM Oup XH 
Oy IMIIM (cu4koHya onmn6 KeJIMHTaHa, 
OocuraHya, KaBuatTypa TyrMaslapu Oocusranya 
Oapya Yxmalll seMeHTIap Oup xu TapTHOga 
MUAH); 

-kKlaBuatTypayaH acocaH MabJIlyMOTIapHHu 
KMpUTHU Ba Y3rapTupuli Aa PotizananuM, Oomka 
xojlaTiapiwa cHYKOHYaTaH 8 doliqanannuiMuMm 
Ky3a TyTHIraH OYTMIIH; 

-uutepdeiic 1024x768 mukcen Ba yHaaH 
KaTTa YyuuaMyarw 9KpaHyapfa OeHyKCOH, 
HOKylaWIMKlapcw3 Mwai KYy3qa TyTHIraH 
OYJIMINIM JIO3HM. 


Tw3MMHuHT = BeO-uHTepdelicn § xKyituyaru 
acocuii KOMIOHeHTIapqaH TalliKHsI TOMMIUIN 
JIO3MM: 


- TH3MM CapslaBxacH Ba OO MeHIocH; 


- }OKOpH OollkKapyB Ba axOopot 
3JIEMeHTIAapH; 
-MaBJIyMOTIapHH aKC 9TTHpHUI y4yH 


acocHi Ko; 


- Kyiv OoLIKapyB Ba axOopoT 3IeMeHTIIapra 
3bTHOOp Oepu. 

TH3MMHUHT xap oup MO]yIMHU 
OWuxXaNlalwiTupuiiya acocaH 2-3 xu paHriap 
KOMMO3HCHACH aH dotiqanannM Ba 
uutTepdeticHunr Oapya oliHamapu Wy paHr Ba 
makyuiapra Moc oyIMIIM 3-pacmyla 
KelITHpusraH| 9]. 
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3-pacm. uAmepqdecuune KypuHUUu. 

UlyHuuryex: 

Y MabJlyMOTIapHH KUMpHTMI oifHacnya 
MaBJIYMOTIIAapHHHT XaTOCH3 KHpHTHJIMUIMHH 
TabMMHJalra aBTOMaTHK Tap3ya épyamsanH6 
Typaquran PyHKUMA *KOpUii STHITMINIH; 

Y TW34M MUlaliMyqa xaTowMK ro3ara 
KeraHufla, TH3HM Oy xakja oliqananyBuura 
TyllyHapiu OYynraH xaOapHu 9KpaHTa 4unKapHo 
OepuiH; 

Y TH3MMHMHT MabslyMOT — KMpHTHII 
KMcMMyja olgalanuit TapTuOu TYyFpucnyarn 
HYPUKHOMa XKOMMaWTHpWIMMN Ba Poi antanyBun 
TOMOHHJaH cTasIraH BaKTWa yHU Kalita YKuO 
4MKMI MMKOHHMATH ApaTHiraH OYTMUIH; 

Y ul Ypunnapuga dotiqananunaquran 
cTaljMouap Ba MOOWJIb KOMIIBIOTEp 


TeXHHKaslapuyaH doiifaianvii Ba XH3MaT 
KYpcaTHI y4yH Kylaiiukiap OYUN; 
Mud XOJMMJIapHuHr Mal 


mapoutTiapu Ba Poipanannsaquran KOMIbIOTep 
TeXHHKaCHHHHr «KYpcaTKMWIapH = =—s aMay yar 
caHvTapua Mebépsapura Moc OYIMUIH BHAeO 
MaBilyMoTIapyaH olijqananuliya MyxyM pyJ 
oraman iu. 

ByHyaH TallikapH, TH3M4Mra MOHMTOpHHr 
KMCMHJlaH CTaljHOHap KOMIIbIOTepap OuaH Oup 
KaTopja, MOOWJIb Kypuimasiap ya xaM 
dotitananuiMiM MyMKHH. Dolipananuiaquran 
KYpHWJIMaslapHHHr KOHCTPyKTHB XYyCyCHATIApH, 
yilapHu TalHO OpHu HMKOHUMATIApHHU Xucobra 
OMIM XaM YbTHOOPAaH YeTAa KOJIMACIINIU Kepak. 

TOUKeHT maxpu yoppaxaslapuya 
YpHaTHiraH akJWIM KaMepaylap TypsM 
Kougaby3apiMKapHu aHNKaliyjan = Tallikapu, 
OollkKa TypJIM MMKOHHATIAapra Xam 9ra OYsayH (4- 
pacm). Xycycau: 
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4-pacm. Towxkenm waxpuda acopuu Kusunean 
Kamepalap. 

-cCBeTOPOPHHHT TaKHKJIOBYM cHrHaMya 
HYJIHMHT KAaTHOB KHCMHarv WY 4H3HKIapH KH 
yn Oenrumapu OnsaH OenrMsanran TYXxTawl 
4vu3HFHHU OocHO KupHI; 

- TpaHcropT BocuTaslapu 
xaHOBYMIapHHUHT CBeTO@OPHHHT TaKHKIOBUn 
curHamura OVicyHMacyaH XapakaTuIaHHU; 

-TpaHcnopT BocHTalapH xXalyoBunsapu 
HYIHHHT KapaMa-KaplliM XapakaTaHuuin yu4yH 
axkpaTuiran yn Oynarura Wyn xapakaTu 
KOMacHHH Oy3raH XOJIa YAK; 

- Hy xapakaTu KOM asapHHunr 
“XapakaTianuit Tyrpura” OyropyBuyn ya 
Oeurucura aMasl KMJIMaCIIHK; 

- Wy XapakaTu Kouyanapununr 1.1 — éTuk 
4qu3nK HY Oemrucura aMasi KMJIMAaCJINK; 

- TpaHCHopT BocuTaslapHu 
xalOBuMIapHHuHT TYXTam éku TYxTaO TypHUI 
KonyasapHHn Oy3HuIH; 


- TpaHcHopT BOCHTasIapu 
xalqoBunapHHuAr  OeyruiaHraH = XapaKaT 
Te3JIMIMHU OWMpHO 1oOopumn; 

- xaliJOBYHHMHT XaBCH3JIMK KamMapHyaH 
dbo tanauMait TpaHCHopT BOCHTaCcHHU 
Somlkapulin; 

- xaliqoBuu TpaHCcHopT BOCHTaCHHH 


OollkKapHul %KapaéHuya yas aloka BOCHTacHyaH 
doi qanaHMiin; 
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- TPaHCHOpT BOCHTasIapHHHHT aBllaT pakaM 
OeIMMCHHN Kai STI; 

-MallMHa OolkKapyBusaru xaiqOBYMHHHT 
IWaXCHHW aHuKJIall; 

- xalijoB4uHn TpaHCHopT BOCHTaCHHU 
OommkapHO KeTaéTraH BaKTa CIMpTIM WYMMJIMK 
MCTEbMOI! KMJIPaHJIMTHHY aHMKIalll; 

- TpaHCHOpT BOCHTacH xXapakaTH JaBomMuya 


yoppaxara <AKHHIalMO = 86©KenaéiraH =: BaKT Ja 
yoppaxaHu xaBdcu3 KecHO YrumiHHu OallopatT 
Kuno, xapakaT MUITHpOKuMapura 
oroxJIaHTHpul Oepuu; 

-TYMOHOp TpaHcropT BOCHTalapHu Ba 
maxcjlapHu aHVKJIalll; 

-TpaHclopT BOCHTaapHHHHr xXapakaT 


OKHMHHH XucoOalll; 
- myOxamm Oromsiap Xakuya xaOap Oepuu; 
-WKIMM IapowTHHA UuHOOaTra on, 
yoppaxa Ba 4opppaxaylaH KecuO YraquraH TYFpu 
Hyn yuactkanapH xonaTH OYiiw4a axOopoT 
MabJIYMOTHHH Oepuill. (5-pacm) 


118 YHXB 


5-pacm. akillu KaMepanapnune mypilu 


UMKOHUAMAp. 

AKJUIM KaMepa JjaBlaT pakam OenruiapHHu 
aHuKyalya MHTeMIEKTYyAal BHJCOKy3aTyB 
KypHJIMaslapya SKCIUIyatTaljua WapamMerpsapu Ba 
MMKOHMATIAapHHA wHOOaTTa ouraH xoua, 
XapakaTyarw =aBTOTpaHCHOpT BOCHTaslapHHHr 


XapakaTHHM aHHKJlalliyja KaMepa Ba jacTypHii 
TH3MMra XaMJja KYM TH3MM Ky3aTyB 30HasIapH Ba 
Ha30paT KWJIMHaMraHn XyayWiapya 
XykykOy3apiuK coqMp OynraHya Te3KOp 4opa- 
TaqOuprapHu amayira OWIMpHu yuyH 
MYJDKasIaHTaH Ba aBTOTpaHCcIlopT 
BocutTalapHHuHr J{[Pbuw pyiixatra oun, 
caklallu, BOKeasIap BHJeCOCHHU KYpHI 
MMKOHHATH, HyWIapHu Bu3yall Haso0paT KIMI, 
KecCHIIMaslap Ba yulapyaru TPaHCIIOpT 
BOCHTaslapHHHHT XapakaTapHHu Kali, STHUIMHM 
TalUKWJWIaWTHpHil OpKasIM aMalira OWMpHaqH. 
TpaHcnopt BocuTallapH TOMOHH aH coqup 
oTHIraH yn xXapakaTH Kouyadby3apmMKIapHHH 


ipev__| 
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aHHKlall yYyH MHTeWweKTyal yHKWMAra 9ra 
OyiraH BHeOKy3aTyB TH3HMH %*KHxXoO3sIapura 
KyiiuagquraH = =— TayiaOyiap: payap (KOKOpu 
aHHKIMKAarw §=TOp WouocatM payMouoKaTop) 
nounep spdextu OYin4a uuauM, ya KaTopya 
coatura 10 yan 250 kM __ Te3MK]a 
XapakaTJlaHaéTraH Ba peasl BAKT a ABTOTPaHCHOpT 
BOCHTaslapH Te3IMIMHN annksiaiyn[ 10). 
ABTOTpaHCHOpT BOCHTaIapHHHHr jaBslaT 
pakam OevIrMiapwHH aHuKIalll yuyH TH3HM 
KyHuyarwsiapHu aMalira OWIMpHuIM Kepak: 


- aHHKIaHraH KOWaby3apsIMKHU TerMiiM 
aBTOTpaHCllOpT BOCHTacH TacBUupuya aBTOMaTHK 


Tapsyqa akc 91TTHpuml. Kai  9TuraH 
Kougaoby3apiMK aHHKylaHraH jaBlat pakaM 
Obemrucuyaru TpaHcnopT BocutTacura 


TeTHUMIMIMIM KaosaTiaHulin Kepak; 


- WYIHUHT KaTHOB KHCMH 1|-yaH 3-KaTopraya 
OyiraHya aBTOTpaHciiopT BOcHTacH coyup sTTaH 
Kougaby3apMIM, WaBlat pakKaMMHH xXapakaT 
HYHaIMMIMHUHL UKKH Tapaduyaru aBTOTpaHciiopT 
Bocntasapuya 0-250 km/c Te3rMkap oparuFruyza 
aHMKlalll HMKOHHATH ApaTusayy; 

- KYpWJIMaHHHT eTKa3H0 Oepu TYMIaMU Ba 
TlapaMetpllapuya XapakaT WYyHaIMWMHuHr yptTa 
Tapapuyard 4 TatH4 ycTyHura YpHaTHUI Ba 
yoppaxaslapra 3aMOHaBHit %KaxOH TaslaOsapura 
*aBoO OepyB4H ycTyHIapra YpHaTH y4yH 


mapoHuT Ba TYIHK KOHCTpyKuMaA OnslaH 
*KUXO31aH aH; 
-TallkKH KypWJIMaslapra  MabslyMoTJap 


y3aTHimimura: Ethernet nopriapu Oymumm Ba 
TYIUK eTKa3H0 OepHIMIIN TAaBMHHIAHHI Kepak; 

- konzaby3apiMKap CoqMp 9TTaH Ba KYpu 
Oypyaruya XapakaTaHayMran Xap Oup TpaHcropT 
BOCHTaCHHHHT YMYyMHi Ba KaTTaslaliTHpwiran 
TaCBUpH aBTOMATHK paBHi la WakWIaHTupuayu. 
Uyn xapakatu Koujalapuuu 6y3raH Ba ryMOHOp 
XHcoOslaHraH TpaHcllopT BOcHTaslapH 9raslapura 
HucOaTaH MabMypHit 2%Ka30 YOpalapHHu KYpHII 
yuyH TpaHcHopT BOCHTaCHHHHT 
KaTTalaliTupusiran TacBupHyan (PotiparannwiayM. 
CakylanraH MaBilyMoTIapya Kouyaby3ap 
TpaHcnopt BOCHTaCHHHHT TeoKoopyMHaTacn, 
yaBlatT pakaM  OeyrMcu, cogqup  o9t1raH 
Kougaby3apiMK Typv, xapakaT ifyHanMun, 
caHacH, BaKTM Ba KOMaOy3apiuK x%KOMM Oran 
(boTomaBxa akc 9TTaH OYanH; 

- aBTOTpaHcliopT BOCHTacH pakaMJlapHHu 
aHHKall, KAAMpHO-TOMMU Ba Cakjlalll HMKOHHATH 
MaBxKy IMT; 
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BOCHTacu 
CHT Hall 


- KuaupyByAarn 
aHuKIaHraH = TaK Mpa 
Oepamn; 

- 6pyFIMK KaM WapouTH ya HoOWIah Hn; 


TpaHCIopT 
omepatopra 


-KapaMa-Kapuia épyFriMKHH OocTupHut 


KoOMsIMATHTAa 9ra Oya; 

- ABTOTpaHcnopT BOCHTaslapHHUHT 
HOMepsapHHu KHAMpHUI Ba KYpuw KOOMIMATH 
MaBxKy IMI; 

- BHeoKaMepasiap TapMOK ycKyHaslapura 
ynanumu yuyH Ethernet untepdeiicura o9ra 
oymann; 

- aBTOTpaHclopT pakamylapHHu Oapya o6- 
xaBoO WapowTwHya, Xap Kanai épyriIMK 
japaxacnuya (KyH/TyH) Kamuya 95 dou3 aHuKalll 
UMKOHUATH TabMUMHIAHAIH; 

- BUeoKaMepaHHHr KYpHUI MalqOHM aH 
yiraH Oapya TpaHcnopT BocuTanapuuuur J[Pbuu 
aHHK alll HMKOHVATH MaBKy OYA; 


- cBeTOomop OvuIaH 2KUXO3IaHTaH 
yoppaxalap Ba TYFpH Hy yuacrKalapuyza 
TpaHcHopT BOCHTalapH TOMOHHaH coup 


9THITaH KonAaby3apiuKap aHuK ana; 

- aBTOTpaHcnopT BOCHTAaCH J{Pbuu 
aBTOMaTHK aHukyla Wyn Ounan WYIHMHr 
y3IyKCH3 BUeO TaxJIMIMHHM amasira omupHo 
OopayH; 

-HY xapakaTw kKouyalapHHu Oy3aéTraH 
TPaHCHOPT BOCHTaIapHHN aHuKJalljaH TalikKapH, 


Tesmuru «61 «an 6250 «KM/c raya 6ynran, 
BHeoKaMepaHHHr KYpHUI MalyOHHyaH YrtraH 
Oapya TpaHcnopt BocutanapuHunr JIPbuu 
aHukanyan; 


- Wyn kenrumru 12 mMetpraua Ba 3 KaTopraya 
oynraH Wyniapyqa, TpaHciopT BOcHTacHHHHr 
Te3IMTMHU XapakaTaHull Xap Oup OYnaruya peas 
BaKT P@KUMM Aa aHUK ALL; 

-1OKOPH aHHKIMKWard CHrHasIHH TaKMM 
STHINM XaMJja Te3IMKHM Oy3HWIHH Kali, KWITyBUn 
BueoKaMepasiapra yall yayH Kamuyla Outta RS- 
485 untepdeiic OYmumIMH 103HM; 

-aBTOTpaHcnopt BOCHTaCHHMHT 
MapkacH Ba paHrHHl anukyai qu; 


TyPH, 


-KafiplapHu y3aTHW Te3IMrM Kamuya 25 
K/c; 

- H.264, H.264+, H.265 dopmatuya Buyzeo 
CHIHaIHu y3aTHWI MMKOHHMATHTAa ora OFT; 


- BHeoKy3aTyB KaMepacCHHHHr TacBup 
yiuamsiapu Kamuyja 2048x1536 mukcen OY; 
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-TawKH MayOHapra MYJDKalIaHraH 
xamya Taku MeXaHukK TabBcupsap aH 
XMMOaIaHraH Ba XHMoa cHHdu Kamuya MP54 
Oy IMUM; 

-90eKTp TapMuHoTH 170VAC ~ 240VAC 


kyuanuumm, 50 Gs uactotamu TapmMoruya 
aMasira OlMpHayM. 
Tepmuuasl cepBep nys XapakaTH 


kongaby3apiMKIapHHu Ba OejrMsiaHraH Te3sIMK 
POKUMM Oy3HIITraHIMIMHH aHuKIOBYM PoTopayzap 
KOMIVIeKCulapura yylaHa OJIMI WMKOHHTa 91a 
oymn0, TyrpugaH-Tyrpu cBeTodop  OumaH 
OKMXO3aHTaH YOppaxallapoa €KH TYFpH Hy 
yuacTkalapuya  YpHaTusayu, MOHHTOPHHT 
Mapka3ura Hy XapakaTH KoMaby3apIMKIapHHH 
Kaliyy oTyBYUH KypHIMasiap YpHaTwsiraH 
*olapqaH = KemHO §=TymaéTraH BuAeO-oTo 
MaBJIYMOTIAap y3aTHIUHH Ba 3axupayia cakJlalll 
HUWAapHHu amMasira ommMpHo Oopamn. 

CBetodop curHal jeTeKTopu, cBetodop 
OvsIaH %KUXO3IaHraH Yoppaxa KeculiranH >x%«olira 
MyJDKasWlaHranH OYymH0, BUeO KaMepa opkKaJIn 
cBeTOop XoNaTHHM aHnukylal €ku yHTa yJIaHH 
yuyH Y3rapyBuaH TOK KMPH CHTHasIMHHHT 
uutTepdeticnapura ora Oynayu, yoppaxaga Wy 
XapakaTH =©6KOWalapwHu =—s AHMKIalt. Ss WH 
KaMepaslapra ylaHagqM, cBeTodop curHasiapu 
TYFpucuyzaru MabJIyMOTIAapHu TH3HM aH 
y3aTHIWHu, WY XapakaTH KOWjalapuHu Oy3HuI 
xojaTiapHHu = =©Oaptrapad = oTMmaa =e GIFOH 
curHamiapHu WYK KHIM Ba TH3HM OapKapop 
HUA TabMHHAaHayH. 


IlyHuuryex, nys xXapakaTu 
Kousaby3apiIMKIapHAN Kali, STMIN KamMepasiapn, 
HHpakv3H éxu LED épuTrMaapy, 


cBeTtodopyan 20 yan 30 Metp Macodaya, ym 
yctuga I[-maxiugaru éxu — I[]-maknuyzarn 
ycTyHJlapyja ep }o3acuyjaH 6 MeTpyaH 7 MeTpraya 
OamaHyMkya YpHaTuaqu. ABTOTpaHcropT 
BOCHTaIapH Te3IMIMHM Kalil STHL KaMepasiapy, 
payapnap, Wyn ycruga T-maxiugaru éxu II- 
wakiMgard =9ycTyHiapga (€KH KynpuKuap, 
TYHHeWIap = KOHCTpyKUMAapHyarM = =6MYJIHMHT 
FOKOpHcHra) ep 103acH aH 6 MeTpyaH 7 MeTpraya 
OanaH aKa YpHaTHIMln KaMepa 
BHuyeoaBxalapHHuHr cudatimm  OynnuMHH 
TapmMnusialiyu. Uy Ounan Oupra, Kyiv TH3uM Y3 
YpHua Kyu yarnvsiapHu TabMHH Tan IH: 

- Oapya yraétraH aBTOTpaHCHopT 
BOCHTaJIapHHU CyTKAaHHHY MCTasiraH BakKTH a 630 
OJIMHAIM Ba yilap XaKH ar MabJLyMOTIApHH peal 
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BaKT pexkuMua Toukent maxap MMbb cepsep 
KypusiMacura y3aTua qu; 

- cepBepyla Oapya aBTOTpaHCIOpT 
BOCHTaapu XakHyarM MabltyMorsap 168 coat (7 
cyTKa) aBOMM la cakjlIaHayMy; 

-Oapya  xKaliq 9oTuIrTaH TpaHcnopT 
BOCHTalapH MabJIyMoTIapH (doTO JlaBxallapu 
Ova apxuBya caklaHalM; 

- ABTOTpaHCHOpT BOCHTaslapHHHHT KUAMpyB 
MaBJIyMOTIIap Oa3acnra yiaHayy; 

- Ha3o0paT XyAyaquyan YrraH aBTOTpaHciiopT 
BOCHTalapH pyHxaTuaH TeKWMpHI Ba TaHJialll 
UMKOHUATH MaBxKy I; 

-KOMIIeKcyaruw BakT OupsMru Ba YHHHT 
*KoNMawWranH KOOPAWHaTacH aBTOMAaTHK paBHIlya 
CHHXpOHH3alMA KWIMHMIM y4yH Y36eKHcTOH 
PecnyOmukacHHMHr HaBurallud BaKTM xaMyla 
HaBuralua KypcaTKHusapu OnuIaH 
CHHXpoHaliTupua qu; 

- axOopoT xaBdcu3Mru TasaOnapura puosr 
KWJIMI Taa0 sTHIa dy; 

-TH3MMra KMPH TerMuiyiM pyxcaT — 
“Login-Parol” .x*ydtTaurn acocufa  amayira 
olmmMpusa qu; 

-axOopoTiap oHaiH pexuMya TYFpuyaH- 
Tyrpu AXXMKBT cepsepmapura y3aTuau; 

- ABTOTpaHCHOpT BOCHTaCHHHHY Te3sIMTHHu 
OemrMsiaHraH MebépjaH IOKOpu 
XapakaTJIaHHIWMHi aBTOMAaTHK aHnkKai yy; 

-konga Oy3uiMuM KamMuya 3 yoHa oto 
Kapsiap OMI OnslaH TaBMHHIaHayH: 

- 1-cbotomaBxa — TpaHcnopT BOCHTaCHHMHT 
JUPb katranawitupusran Potocypar; 

- 2-cboTomaBxa — TpaHcnopT BocuTacn Ba 
JP tynuk KYpuHran Potocypar; 

- 3-cboTomaBxa — Kouyaby3apsMK 
aHHKIaHraH BaKTaru TpaHcnopT BOCHTaCHHMHr 
yMyMuii (boTOcypaTH; 


- yoy wapTsap ovina Tas1aO 
KWIMHayuraHn Oapya (yHkuMaap 
OaxapwIMWIMHN TAabMHHIai qn; 

- MHHMall xapaxkaTuapya 
Mo_MduKalMaan qu; 

- OKHMAaru TpaHcnopT Bocutanapu J{Pbun 
aHHKlall, yiapHw cakylall Ba KMupyB 
MaBlyMoTiap Oa3acH OnslaH aBTOMaTHK 
TaKKOCJIalWNHV TabMHHsai WH; 

-axOOpOTHH 9JICKTPOH Waka ayloKa 
KaHaiapH opKasIM =9y3aTHUT MMKOHHATHHU 
TabMHHan yu; 

-) a 
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-olepatop OviaH asloka y4yH Jactypuit 
KOMMOHeHTIIap y30eK éKH pyc THIMAarM 
dboliqananyBuu uHTepdelicura 9ra OYnaqH; 


-axOopoT xaBdcu3iurura Kylinsaquran 


TaaOlapHu TabMMHIall Ba axOopoTuapra 
pyxcaTcu3 KMPH aH XHMOSJIaHMLIMHU 
TabMHHTan dH; 

-kyuimMyua = =s aliiapar=s«éjBa-—SsFPaCTypui 
TabMHHOTIapyaH dboliqanaHmaraH xouya 
UXXMKBT yactypui TabMHHOTHU 
MHTerpannaial 1M; 


- OMHTaH BUeOMAabIIyMOTIapra acocaH, 
BUCOKy3aTyB KaMepacH Tabcup oMpacuyjaH 
xapakaTIaHHO YTyBun TpaHCnopT 
BOCHTaslapHHUHT XapakaTHHU 24 coaT WaBoMusa 
aBTOMATHK paBullja aHUK alia; 

-O, Ba opKa, Oup KaTOpmH Ba HKKUH 
KaTopmm J[Pban anuKkialinn; 

-¥36exucron Pecny6mukacu Tpaxcnopt 
BOcHTaslapu, %*xyMyIayqaH, MJ[X Ba bontukoyin 
MaMJlakaTlapu xamila Oapya Espona 
MaMJlakaTlapu jjaBllarT pyixaTHyaH YTKa3HJiraH 
Tpancnopt J[Pbun anukiaian; 

-Te3kop Ba3HdalapHu OakapHill yuyH 
roKIa0 OJIMHTaH MaBIyMOTsap Oa3aslapu acocuya 
TpaHcnopT Bocutanapu J[Pbnapwan annKialian; 


-Oapya pyYiixaTgaH YiraH  TpaHcropT 
BOCHTaslapu xakuylaru MabJIyMOTIAapHHu 
apxMBlaraH + XOIa caklall Ba aHMKIanran 
Kougzaoby3apiMKap TYFpHcuyaru 
MapirymMotiapHu TCP/IP mpotoxomm épaamuga 
ONLINE tapsga UXXMKBT _ cepsepura 
rooopayH; 


- TpaHcnopT BocutTasapHHunr J[Pban TyIHMK 
TaHHO OJIMIN SXTHMOIM Kamuya 95 dou OYnanH; 

-TaHHO ojMMUIfa XaTOMK 9xTHMOIM 5 
(bou3 aH OlImMali qu; 

- TpaHcHopT BocuTalapHHNu Kali, 9TMaCyaH 
yrka3H0 1000pHLI 9XTMMOIIM 5 dou3qaH 
OWIMacJIMT Kepak; 

- qyOnukatiap Ba (daHTOMMIapHHHT Taiiyo 
oynum oxTHMomM 0,5 don3qaH oliMacmmMru 


Kepak[11]. 

AKIUIM KaMepa xap KaHJaii 00-xaBo 
wapouTHya cCyTKaHHHr UCcTasiraH BaKTHa 
TpaHcnopT BocuTacuHuur J[Pbuu TaHHi onan. 
Byuaa, /{Pbuuur TacBupapu Bu3yall 
(bapKylaHun cakiaHHO Konaqu. TyHru BakTya 
Ha30paT XY Ay (Huu XapakaTJIaHUll 


WUITHpOKYMapura XaslakKMT OepMaraH xosIya 
cyHbuli éputTruusiap Outan épuTunHO vuaura 
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pyxcaT Oepuuiagu, pyiixatra onuuran /|Pbuunr 
Ha30paT XYAYM MHHMMall EpuTHIMuM Kamuyia 50 
mroke Oy1aqu. 

O‘z DSt 640:2014 O¥iinaga Oapua Typyarn 
Oup Ba HKKM KaTOpIIM, on Ba opKa J[Pbnapxu 
aBTOMATHK paBHlllya TaHHO OMIA TabMHHalll 
Ba xopwxKui )J[PbnapHu tannO = onl 
KOOWIMATHHN KY1a0-KyBBaTIAi AH. 

Tu3uM | xm/c gan 250 xm/c raya Te3MKya 


XapakaTulaHaéTraH aBTOTpaHciopT 
BocutanapHHunHr J[Pbuu tTanv6, BuyeoHa3opaT 
xyHyqugarw = ABTOTpaHCHOpT BOCHTalapHHH 


pyiixaTqaH YrKa3Mi Oapya Te3IMK OpaluFUza, 
aBTOTpaHCHOpT BOCHTAaCcH MYJIMHMHT TeKHCIMrUra 
HucOataH 10° raya OY¥nran J[Pbuu taHuO osm 
MMKOHHATH TabMMHaHan. 

Kamepanuur ontHkK YKura HucOaTaH 30° 
raya uanra éku Yura OypwIMuIM, BUAeOKy3aTyB 
MOCJIaMaCHHHHT ONTHK HYyKTacura HuCcOaTaH 
roKopura éKu lactra 
20° faH oWIMacyaH OypHIMIIM, BAeoKaMepaHuHr 
onTHK Yku aTpodugza 10° raya Oypusnmumyza 


aHHKIall UMKOHHATH OOpsHTH aHHKJIMK 
apaxkacHHu KeITupHo unkapaln. 
Komibrotep BaKTHHU aBTOMaTHK 


CHHXpOHJIaliTHpHul y4yH HaBuralua Kady 
KHIyBuHCcH OYIMO, *XoOpHii BakT KuiiMaTIapHHH 
yruam, Y30exuctoH PeciryOmuxacu UTC (SU) 


MMUIMH BaKT wikalacu OnuiaH 
CHHXpOHalllTHpul, *Kopuit HaBuralua 
TlapaMetpslapHHu yrualll Ba yilap acocuya 


KOMIVICKCHHHT %KOMallyBH KOOpyMHaTaslapHHn 
aHukKalul. Koopyuuatanap %xolWIallyBH aHHK 


oynraHza, KOMIMICKC HaBuralua KaOyi 

KWJIyBuM aH OJIMHT aH MabJIYMOTIAapHU 

TaxpHpalll MMKOHHATH MaBxKy] OYIaqu. 
Epyrmkuuur y3rapvii OnaH 


BUeoTaCBMpHHHT EpKHHJIMTH Ba THHMKJIMTHHY 
(KOHTpacTHOCTb) aBTOMaTHK paBHlllja cCo3sall 
MMKOHHATHHH, UIYHUHTeK, Kypuimasiap 
YpHaTulaquraH KOHCTpyKuMAapya  MaBxyI 
OynraH TeOpaHvwiapHHu KOWIall yuyu Jactypuit 
TAaBMHHOTH BUCOTAaCBUPHH aBTOMAaTHK OFITHK 
cTaOusIalll MMKOHHAT FOKOPH Japaxkaya OyaqH. 

Tw3HM  KypWIMacHHH  olepaTOpHuHr 
apaslaiyBucu3 ynira HucOaTaH YpHaTHI 
OypyakiapH aBTOMaTHK paBHllya  co3valll 
MMKOHHATH OOpmMrM TH3HMHHHT OapKapop 
HUA TabMHHai aM. 

Myxumu IWyHaku, 
Hudpaty3WimMacn 
PecirtyOnukacHHuHT 


TapMOK 
Y30eKHCTOH 


aMalijarw + KOHYHUMJIMIN, 
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MYWJIIMH Ba XajiIKapO cTaHJapTiapra MyBo@uK 
nuia6 = YHKMWJIMIIM «= Ba-Ss KYpHIMIM = XaM Ja 
XxaBQCH3IMK Ba MINOHWIMIMK TasaOapura %KaBoO 
Oepagu. TapMok KyYpHJIMIMHMHT Ty3HJIMI 
cxemacu TapMOK CMFUMMHUMHT xHco6o- 
KvTOONapura, KOMMYHHKalMa TyryHapHHuar 
*KonIaMMra =69BA)=—SCOXHMPIH = CK yHaylapra 
acocllaHraH XOJIja TH3HMHH %KOpHit KIMI 
OocknuHa aHHkylaHayH. TapMoK 
uudpaty3vImMacu MabJIyMOTIap Ba 
BHJCOMAaBIIYMOTIAapHH Op BakTa y3aTHUIHH 
Kyu1a0-KyBBaTIaiaM. 

Buyeoxy3aTyB KaMepaslapHHu 
MaBJIyMOTIIap y3aTHUI TapMorura yall yuyH 
oObekTyapya PoE/PoE+ Hu Kysu1a0- 
KyBBaTNaifuraH TapMOK KOMMyTaTopsiapHyzaH 
dotizananum, oObekTNapya MabslyMOTIAapHUu 
y3aTHI TapMoru Kamuya 100 Mont/c tTe3muKya 
o6ymu0, TapMOK KOMMyTaTOplapH 9JIeKTp 
TabMHHOTHAAa =9y3nMot §=86oynran) = TakKyupyla 
PoE/PoE+ tTexHonornacn épaamuya KaMmepasiap 
HUWaWHHA TabMMHIall yayH 3axupa 9HeprHuad 
MaHOaslap (3axupa eHeprua MaHOasapu Kamuya | 
coaT) OWsIaH %KHX03IaHHO, MOHHTOPHHT MapKa3u 
OvHOCH a MaBITyMOTIAap y3aTHM TapMOFH KaMuyja 
10 Gbit/s Tesnmkya OYnann. 

Tu3uM Huai yuyH saroHa 
aBTOMATIIAalITHpuit OObeKTHAarH Oapya TapMOK 
KomnoHeHtiapH TCP/IP mporoxomm Ba VPN 


TeXHOJOrMACH «© XaBC()CH3NIMK =—Ss MpOTOKOIIapu 
épaaMvila JOKasI TAPMOKKa ylaHayH. 
Kopnopatus MablIyMOTIIAap y3aTHil 


TapMOFHHU spaTu yayH “Y36exremexom” AK 
MabJIyMOTIapHH y3aTHUI TapMOFMHUMHT WKapara 
OJIMHTaH KaHawiapuyzan Moliqatanulinu Ha3zapya 
TYTraH XOJIa ajloka KaHaJIMHH 2%KOpHii KHIM 
Makcajira MyBoduKkyup| 12]. 

Kupumt tTapmMorH yckyHasapu Gigabit 
tlopriapH Ba PoE tTexHomoruacuHH Kys1a0- 
KyBBaTIall OpKasIM aMasira oumMpunaqu. Yuoy 
KOMMyTAaTOp MabJIyMOTIIAapHu caky1alll 
ycKyHaJlapHHU TH3HM OllepaTOpHHUHHY WL KOM 
Ba CMMCH3 KMPH HYyKTaslapHHu yJlall y4yH 
MyJDKasaHraH. 

TapMoK xaBdcvH3IMTMHH TabMMHJAalll 
TH3HMMUra KMPH KOMMYTAaTOpH, CHMCH3 KMPH 
HyKTaslapH OolikKapyBuvcH Ba TapMOKJIapapo 
oKpaHyaH wOopaT UHTerpaluaalirah e4nM 
oynann. YmoOy eaumMaaH doiiqanaHnul srona 
yexmanHraH Ethernet TapMoK apxuTeKTypacHHu 
wakJWIaHTupHra MMKOH Oepamu, 
aBTOMAaTJIallTHpHIraH oObekTya Ba 
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KOMMyTaTOpya, KHMpHII HYyKTalapH yoy 
yckyHara QoliqananyBun TpaduKHHH TyHHeII 
Kvlagqu, Tpapuk Oyiivua MaBxKy] WacTyplapHu 


uaeHTupuKalnA KIMI BOCHTalapu 
KyaHMiayn. 

Kupuul HykKtTasapu dboTo-Buzeo Kali STUII 
Kypimacu xOTHpacuya cakjlaHaéTraH 
axOopoTlapHHu MablIyMOTIIapHu cakjlall 
cepBepura apxMBal yu4yH TH3MMra 
oObeKTIapyarw = IOKayI. «= TapMOKKa_~=—s KMpuira 


pyxXcaTHH TabMMHIawH jI03MM. YmOy KupHul 
HyKTaslapu pyxcaTcH3 KUpvwyaH XMMOosIaHTaH 
xaBPCcH3 CHMCH3 JIOKall TapMOKIapHu sApaTuuira 
MMKOH Oepayn. 

Cumcu3 ajlokKa TapMOFH MaBxKy asloKa 
onepaTopsapu Xu3MaTIapu EpyamMuya KypuiaqH. 

JIoxkan tapmMox 100/1000 Base-T te3muxkya 
TYIMK ymiekc pexHMuHH KyIa0 Ethernet 
uutTepdelicnapH OusaH WKKHHYM Ba y4HHuN 
japaxkasId KOMMYTaTopiiap acocuyla Kypu1ayqu. 

TH3HMHUHT acocuii TpaHcnopr 
MarvcTpasMHHuHr =©6pyHKWMalapHHu = =—Ss amaira 
owmMpayuraH, MapKa3Hii TH3HM cHdaTuya 
wuaTHaquraH aKTHB TapMOK KYpHJIMasiapu 
MOyJUIM apxutTeKTypara ora OYyNMuIM Ba 
xaTolapra 4HsaMIM KkoHndurypaluanapHu 
Kyu1a0-KyBBaTIalu = KyiuyarM = mapaMeTpsiap 
XHcoOuyaH amalira OWMpHayu: 

- KyBBaT MaHOaslapu AyOmMKaTH; 

- OolmkapyB Ba 
MOJyJUIapHHUAL yOuMKaTH; 


MaplupyTy1aLl 


-3axupa KaHasl TeXHOJIOrHACHHH Kys1a0- 


KYBBaTJIAlL. 

Ty3uuraH xkaOeiap TH3HMH TeXHHK 
BocHTaslap MaKMyacHu yckyHalapu 
KOMMYTal[HACH TabMHHIaHaH. 

Ty3nuiraH KaOesuiap TH3HMMHHUHT 


TOpH30HTall KHCMH MHC ToOsIaIM Ba Marvctpal 
KMCMM OMTHK TOsamM KaOerfaH dolwanannura 
acocjlaHraH Oy1aqu. 

CyumMiIM cerMeHTIM Ty3MIraH KkaOessap 
TH3MMHyja KaMuyja 5-Tondanu UTP kaodenuaan 
dotigzananunayu. KommytalMa xyayqu acocnit 
Kpocc TH3MMH AKMHM a 2%KOMalliraH. 

TapMoK WHdpatTy3WJIMacHHHHr MarucTpal 
KaHaiiap %OWalMWIMHHAT TapKHoOuit cxemacn 
KaHaJIHHHY YTKa3HI KOOWIMATH WAH, KOMMyTallHa 
TYTryHapH Ba AKYHHM ycKyHaslap *KOMNaWyBuyan 
KeyIHO YHKHO TH3MMHH 2KOpH STHI OockHUapu 
aMaiIra olWmMpult Oockw4uuga OesrMianHraH 
oynaqn. 
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TapMoK Hudpaty3vWIMacHHHHr 
apxuTektypacn, Poiizatanusaquran Moyeswiap Ba 
aKTHB TapMOK YCKyHacHHHHTr TapKHOuli KucMIapu 
y3aTHayMraH TpapukK xaKMura MOC KeJIMIIMHU 
xucoora olraH XoJIa *KOpH KHIMHATH. 

TapMoK OormamMaapu QoS 
TCXHOJIOrMACHHUH =KYIaO-KyBBaTIIalM = Kepak. 
MassryMotTsiap HKKM AKYHHM OoFrmama Yptacuya 
aIMallnsiraniMrM Oonc, tTpapuk xapakaTu 
nyHasMwin ovina KOHCeHTpatTopJiap, 
KOMMYTAaTOpsiap Ba MapLIpyTH3aTopsap Kadu Oup 
KaTOop opawK TapMOK  KypHIMaslapuyaH 
yYiraHiMru y4ayH QoS TexHosormacHHu Ky1a0- 
KyBBaTIall TaaO KMIMHAaH. 


Ilyuunrgek, aloka KaHayilapu 
y3aTMlayuraH MaBbJIyMOTIap Typslapura Kypa 
oymMHaH: 


- VPN, BuyecoKy3aTyB; 

-MaBJIYMOTIAapHH OJIML y4yH KaHall Ba 
Oomlkasap. 

Arap jacTypHi TabMHHOT €KH KypHiMa 
QIeKTp Y3WJIMLUM, WYKH €KM TaLIKH OMMJIIap 
HaTWKacuyja HOCO3 XOJlaTra KYMMIraH TakKyUpja, 
TH3HM Y3 MyaMMOJIapHHH TYJIMK Ba TerHUJIM 
Japaxkaya Xai KWJIMWIHH TabMHHJIa ojiMaca, 
TH3MM HOCTaHapT WW pexumura yraqu[ 13]. 


Hoctauyapt pexkuMuya TH3HM 
XOQMMJIapHHHHr acocwi cabli-xapakaTapu 
BuyeO = MabityMoTIap KaOyi KMJIMHMIMHH 


TABMHHJall, yoy xoyUcaap Oaptapad ITHUI Ba 
TH3HMHM HOpMalI MUA XouaTHra Kalirapura 
KapaTuiaqu. 

byHyai xomatiapya, xap Oup HOoco3sIMK 
TYFpucHyarH =MabJIyMOTIIap TH3HMa = Kalty 
oTHIayH Ba TH3MMHHH HOpMall MUWIaliMHH 
TABMHHJal OYiw4a Yopasap KYPHMI y4ayH TeXHUK 
XOJMMJIapra eTKa3sHaqH. 

Hoctranyapt Ba3vatTra 4yopa KYpHI y4yH 
XH3MaT KYpcaTyBun xoyuMra xaOap Oepuu, 3apyp 
MabJlyMOTIIapHHu THKALL, mpod@usaktuka 
yopasapHHu HuW1a0 YHKMI Ba aMasira OLWMpHuIHH 
y3 wuura olayM. 

Tu3umMra KMpuTHaquraH §=6MabJlyMoTIap 
3aMOHaBH pevIALIMOH MabiIyMoTIap Oa3acHHH 
domkapuut TH3HMH a cakylaHayu Ba 
dommkapwiaan. Illy onsIaH oupra, 
MaBJIYMOTIapHHHr =TYIMKIMTH 8=60Ba ~~ Y3apo 
yiFyHJIMrHHU TabMHHJIalll Y4yH MabJlyMoTIap 
Oa3sacHHH OOlIKapHii TH3MMHHHMHT WYK 
MexaHu3Mslapuyan doi zananniayu. 

Kwuuk TH3uMap YpTacuya axOopoT 
QIMalMHyBH ATOHa axOopoT MaiiJOHM OpKasiM Ba 
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cTaHyapTialiTMpMiran IIpoTokoswiap Ba 
MaBJIyMOTIap aIMalini (bopMatuiapu yan 
dbolyananult opKamM amasira omupusagu. AT 
KM4MK TH3HMJIapHHuHr Oapya  tapKuonit 
KMCMJIapH MaBbJIyMOTIIap cepBepslapu Ba acTyp 
cepBepllapH oOpKalIH TabMMHIaHraH = sATOHa 
MaHTHKHM MandOH Huna HoOWIan aH. 

AxOopoT asIMalMHyBHHH TabMHHJIalll Yayo 
TH3HM komMOHeHTNapH WMntepuert/intranet 
TCXHOJIOrMACH =©acocHya kKypujiraH sroHa 
KOMIIbIOTep TapMOFHHHHT Oup KHCMH cHipaTuya 
nuiaiqu. Tu3uM TapkuOuii KucMIapu opacnyzarn 
acocuii ayloka BocuTacu cHdatuga Ethernet 
TexXHONOrMAcH §épyamMuyja KypuyiraH = JIoKayI 
KOMIIbIOTep TapMOFHaH (oiifaiaHHut 103MM 
(TexHOJIOrMAHUHHY Y3ura XOc TaONKU JOMMxXaall 
OocKH4N a aHHKIaHMUIM JIO3HM). 

TCP/IP tapMok Ba TapMoKJIapapo asoKa 
yu4yH acocuii MmpoToKoN cudatuya uMaTHIaqH. 

TvH3MMHH nad Yuka OyryHrH KyHa 
MYDKO3-CepBep TeXHOOrMAcHyaruH BeO-MOBasap 
niiaO 4MKHUIa 9H KeHr (opaltanusaquran 
qactyps1at THWIapHyzan dotqananniann. 
Jjactypiam Tuma doiiyanannu Macasiacn, 
TH3HMHU MIAO 4HKMI %wKapaéHnyja WHAT 
xycycnaTiapHyaH =6KemHO = WM@KKaH=—s XI 
TaHaHagu. MabirymotiapHu Oomlkapul THIN 
cudatuya SQL cypoBsiap THM aH 
dbotiqananniann. AxOopot TH3HMHHU 
dboliqananumt yuyH KaOyl KHIM xKapaéHuga 
TH3HMHUHT Oapya MOyIapu olyananuutra 
APOKIMIMK KYiMIraH xaMjja TH3MMHH noua 
qHKMI + aBOMHyarn KkewIMMyBiapra acocaH 
KMpuTHran Yy3rapuuiiap TanaOnapura %*«aBoO 
Oepuln OVin4a CHHOBAAH YTKa3n1a qu. 

JlactiaOkKH + TekKWIMpuuwiapyan §=YTKa3n00, 
TH3HMfaH CHHOB TapuKacnya doipanaHuu Ba 
KaOyJI KWJIMUI CHHOBHAaH YTKa3HUI MWWIapHHuar 
xap Onpu Oyiiw4a, 3apypatra KYpa TerMuuin 
6aéHHOMa pacMuiialiTHpHIMIM Ba TOMOHJIapra 
Oup HycxaylaH TaKMM STW MyMKHH|[ 14]. 

O‘z DSt 1987:2018 maBnar cranyapru 
TamaOapHra KYypa, TH3HMHH TeKUIMpul Ba 
CHHOBaH YTKa3vl ulIapH OyloprMayHHuHr 
oOpekTNapuyza = o7mO 8 8=OopHIMmH = §=- SIO3MM. 
TOMOHJapHHHr KeJIMUIyBura Kypa, TH3HMHH 
TeCKWIMpHM Ba CHHOBAaH YTKa3H MMIIapu Hua 
4quKapyBunHuHY XyAy4W Ba TeEXHUMK BOCMTaslapuya 
YTKa3HJIMIM 9=XaM MYMKHH. byltoprMayvHuur 
TCXHHK BOCHTaJIap TH3MMHH XKOpU KWJIMI y4yH 
Taliép OYMaraH xONlaTiapya, TH3HM OyropTMa4un 
TOMOHHJ{aH Talk 9TMaquraH CHHOBaH 
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yYrka3uul cTeHquga ékKH ulaO 4YnKapyBYH UMKOHMATIapyaH MOopatT OYnumM erTapin 
TOMOHHaH BaKTHHYa axKpaTHaqMraH TeXHHK XHcoOmaHayqu. 

BOCHTallapyqa YTKa3WJIMIUH MYMKHH. CHHOB TvH3HMHH CHHOBAaH YTKa3HuI Ba Kay 
CTeHyM cepBep, MMMM cTaHiwMa Ba JIOKal KHIM UMlapH woKOpHsaru TaaOmap acocuya 
KOMIIbIOTep TapMoFrHu KaoOu TCXHHK YTKa3uJIraHyja, yilap OObeKTHB Ba eTapmH e0 


10. 


11. 


12, 


13. 


14. 


xucoOnanagn. 
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The article describes the possibilities of using distance education in the educational process of 
preschool educational organizations, which provides an opportunity to use information and 
communication technologies during training and increase the effectiveness of education on this basis. 
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I. INTRODUCTION 

Pre-school education is not only the first 
type of continuous education, but also the first step 
in forming a creative, socially active, spiritually 
rich person. In the current period of globalization 
and development of computer technologies, 
various technologies provide an opportunity to be 
successfully used in virtual space. Distance 
education is an excellent form of education based 
on new information technologies and multimedia 
systems. Modern  telecommunication and 
electronic publishing overcomes the disadvantages 
of traditional teaching systems while incorporating 
their advantages. 

Article 5 of the Law of the Republic of 
Uzbekistan "On Education" states "Supporting 
innovative activities in educational organizations 
and implementation of educational programs using 
innovative technologies", and Article 46 of the 
Law of the Republic of Uzbekistan "On 
Education" states that "use of information and 
communication technologies, advanced and 
innovative methods of education and training" the 
use of forms and methods"! - it was emphasized. 

Action strategy for the development of the 
Republic of Uzbekistan in 2017-2121 in the 
"Development of education and science" section 
of the direction of social sphere development 
states "Further improvement of the continuing 
education system, increasing the opportunities for 
quality education services, continuing the policy 
of training highly qualified personnel in line with 
the modern needs of the labor market, general The 


' Law of the Republic of Uzbekistan "On Education" 
September 23, 2020, ORQ-637 https://lex.uz/docs/5013007 
? On the strategy of actions for further development of the 
Republic of Uzbekistan. — T.: Justice, 2017. -111 b. 

3 Decree No. PF-6079 of the President of the Republic of 
Uzbekistan dated October 5, 2020 "On approval of the 
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tasks of "fundamental improvement of the quality 
of secondary education, in-depth study of foreign 
languages, computer science and other important 
and high-demand subjects such as mathematics, 
physics, chemistry, biology" are defined.” 

On the urgency of using multimedia 
technology in the field of education, the Decree of 
the President of the Republic of Uzbekistan dated 
October 5, 2020 on the approval of the "Digital 
Uzbekistan - 2030" strategy and measures for its 
effective implementation No. "establishing special 
media centers producing educational content and 
multimedia educational products (audiobooks, 3D, 
VR, etc.)"? 

In the decision PQ-4851 of the President of 
the Republic of Uzbekistan of October 6, 2020 
"On measures to further improve the education 
system in the field of information technologies, 
develop scientific research and integrate them with 
the IT industry", "Improving the system of training 
personnel in the field of information technologies" 
Digital Uzbekistan — is one of the important 
conditions for the successful implementation of 
the "2030" strategy, the development of digital 
technologies and ensuring their widespread 
introduction into the daily life of the population.‘ 

Article 53 of the Law of the Republic of 
Uzbekistan "On Preschool Education and 
Training" defines the tasks of providing the system 
of preschool education and training from a 
scientific and methodological point of view, 
including the introduction of advanced 
pedagogical and information technologies into the 


Digital Uzbekistan - 2030" strategy and measures for its 
effective implementation. https://lex.uz/docs/5030957 

* Decision No. PQ-4851 of the President of the Republic of 
Uzbekistan dated October 6, 2020 "On measures to further 
improve the educational system in the field of information 
technology, develop scientific research and integrate it with 
the IT industry". https://lex.uz/docs/5032128 
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educational process, educational and 
methodological and development and production 
of didactic materials, conducting — scientific 
research in the field of preschool education and 
upbringing, development and introduction of 
modern methods of preschool education and 
upbringing management.° 

Today, the use of computers and modern 
information technologies, telecommunication 
networks, data transfer, reception and Internet 
services is considered as a requirement of the time. 

Distance education is applied to general 
secondary education, secondary special vocational 
and higher education types of continuous 
education, however, the possibilities of using 
distance education in preschool education, the first 
type of continuous education, are not sufficiently 
illuminated. Due to the fact that the possibilities of 
using distance education in pre-school education 
organizations are not sufficiently studied, the 
study and research of this topic is an urgent issue. 

Innovative methods, tools and teaching 
forms based on computer and telecommunication 
technologies are used in the process of distance 
education. 

Distance education was first implemented by 
our great ancestors Ibn Sina, Abu Rayhan Beruni, 
Al Khorazmi and others. They were giving 
knowledge and assignments to their students in 
other cities through letters (with the help of 
pigeons). But it took weeks and months to 
exchange information by letter. 

This tradition among scientists continued 
until the invention of the telegraph, radio and 
television. In the present period, distance 
education based on computer technology, 
information telecommunication and _ Internet 
system is being implemented, just like the level of 
full-time education. 

Distance education is based on distance 
learning. 

Distance education is a type of goal-oriented 
learning that requires the use of special teaching 
tools, communication with the teacher by phone, 
email or simple chat, studying at the place of your 
choice with a personal schedule, intensive, 
independent work on yourself. 

Distance education based on information 
and telecommunication tools has the following 
advantages: 


> Ordinance of the President of the Republic of Uzbekistan 
dated December 16, 2019 "On preschool education and 
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* There is a possibility of deeper and more 
perfect mastering of the given materials; 

* Passion for close contact with new areas of 
learning will increase; 

* As a result of reducing the time of 
education, the opportunity to save time is 
achieved; 

¢ Individual activities of students were 
observed during the educational process; 

* Allows the user to receive training at any 
time (for example, in his free time); 

¢ Allows the use of electronic educational 
resources; 

* In the process of education, the user's 
ability to work independently develops; 

¢ Allows full use of computer technologies; 

¢ Ensures achieving economic savings; 

Distance education is open education. Open 
education or open learning environment is an 
educational system in which the educational 
process is goal-oriented, controlled and 
characterized by strong (intensive) independent 
work of the learner. In open education, the learner 
has the opportunity to choose the program, 
teacher's training schedule and form. 

II. STUDY OF THE SUBJECT 

Distance education has been reflected in 
many literatures. In particular, well-known 
scientists in this field in our Republic: A.A. 
Abdugadirov, A.Kh. Pardaev, as well as L.P. 
Korenev, E.V. Semina, E.V. Eldasheva, H. 
Rashidov, U.Sh. Begimkulov , N.ITaylakov, 
J.Sayfiev, O.N.Rozimorodov, T.Haidarov and 
others’ works have a special place. Just as the 
invention of pen and paper once brought education 
to a new level, information technology has brought 
about a new revolution in today's society. In 
education, telecommunication and computer 
technologies have opened the way to new forms of 
information representation and transmission. One 
of the main forms is online education called 
"distance learning”. 

Distance education is the provision of a set 
of educational services to a wide range of people 
in the country and abroad with the help of a special 
information-educational environment based on 
means of exchange of educational information 
(computer communication, satellite television, 
etc.) between the student and the teacher. Features 
of distance education include, firstly, the distance 


training" No. RQ-595.( National database of legal 
documents, 17.12.2019, No. 03/19/595/4160) 
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between the student and the teacher; secondly, 
independence - some variant of the form of part- 
time education; thirdly, it is the active integration 
of media and materials into the educational 


process. 
How important can _ psychological- 
pedagogical technologies be in _ distance 


education? In the virtual space, they can also 
perform a task that activates the learning process, 
but at a new level, that is, it must meet the 
requirements of the virtual environment and 
integrate with information technology. The latest 
technologies can cause a sharp uproar among 
experts in countries where they have been 
integrated into the educational process for a long 
time. It is important for them how modern 
technical and information media affect students. 
According to French experts, they have the 
following advantages when using the latest 
technologies in education: 

* increases the motivation of teaching; 

* is a source of information, encourages 
independent learning, forms independent and 
focused skills; 

* increases the informativeness, intensity, 
and effectiveness of education. 

At the same time, many experts are far from 
idealizing the importance of modern technologies 
and even question their use. For example, the 
Japanese pedagogue S. Suzuki believes that, on the 
one hand, the computer develops  students' 
thinking, and on the other hand, it provides 
knowledge consolidation. The French pedagogue 
L. Legrand studied the phenomenon of students' 
motivation in working on the computer and offers 
to analyze the issue of whether the game that 
appears in it is learning or not. In addition, 
excessive computer training irritates the user and 
affects eye function. It is important not to forget 
that it causes such negative consequences. In 
general, foreign experts are of the same opinion on 
the need for a comprehensive approach to the 
analysis of modern teaching tools, which implies 
the high-quality training and retraining of teachers, 
as well as the cooperation of scientists, 
pedagogues and specialists in the field of new 
technologies. 

I. METHODS 

Therefore, the possibilities of distance 
education are many, for example, the time it takes 
for educators to develop certain skills is reduced, 
the number of tasks to be performed from a 
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practical point of view increases somewhat, as a 
result of requiring active control by the computer, 
the student becomes a subject of education, the 
possibility of providing the lesson with remote 
resources using communication tools is created. at 
the same time, the most important thing is that the 
pace of independent work of educators will 
accelerate. 

Below we will look at some examples and 
some problems of distance education and the use 
of the Internet in preschool educational 
institutions. 

1) Use of computer games: For example, 
the presentation "Whose house is where" taken 
from the Internet is dedicated to the comparison 
of numbers within 10 numbers for 6-7-year-old 
children in the field of mathematics.Ba3uda: 
OenrH-KypcaTku4usap < éku > sapra OuHoaH 
pakamiap yiiyapra %x*olilalTupHiMuiapy 
Kepak. 

In the course of the game, part of the 
animated numbers move and one by one gather in 
front of the first house, and the other parts gather 
in front of the second house. This last case is 
presented in Figure 1. 


Figure 1. Presentation of whose house is 
where 

Students will learn the concept that numbers 
are signs of number from the plot of this 
presentation game. 

The second game: consists of making 
geometric figures from triangle, rectangle, square, 
circle, ellipse (compressed circle) shapes. 

Task: Make a house, a flower, a rabbit, a 
mouse, a tree, a cat, a phone, a fish, a mushroom, 
a truck. 

Execution: By opening the above frames 
taken from the Internet and stored in the computer 
memory, the 10 figures highlighted above are 
created one after another from the geometric 
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shapes of different colors, which are animated on 
the screen and are explained (questions and 
answers) by the pleasant voice of the singer. 
Picture 2 shows a picture of one of these 
"built houses". The "constructed house" in Figure 
2 is composed of two rectangles, one square, one 
triangle and one circle. From this game, 
preschoolers will get elementary understanding of 
geometric shapes and figures. 


Figure 2. Making geometric figures from 
triangle, rectangle, square, circle, ellipse 
(compressed circle) shapes 
In addition to the above games, there are 
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1. Since multimedia pedagogical 
technology is based on computer education, it is 
necessary to ensure that children have the 
minimum knowledge and skills in using it. For 
this, the teacher himself must have sufficient 
computer literacy. Educators can implement 
computer literacy using "computer lessons" in 
distance learning materials. 

2. Using the distance education system, 
educators of preschool education organizations in 
remote areas can communicate with educators of 
preschool education organizations in central cities 
and exchange experience. 

3. Educators and pedagogues of the distance 
education system of pre-school education 
organization can actively participate in the video 
conferences held in this field to improve the 
educational process and share experience. For 
this, one of the leading preschool education 
organizations in the republic should organize this 
video conference. 

IV. CONCLUSION 

Thus, there are opportunities to apply 
distance education system and Internet resources 
to the educational processes of preschool 
educational organizations. If this problem is fully 


several issues related to distance learning and 
Internet use in preschools. 


resolved, the effectiveness of educational 
activities conducted in preschool educational 
organizations will increase. 
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Annotatsiya. This paper analyzes the mathematical support of the module, which helps to create 
queries based on intelligent communication systems, and formulates the main results that will help to 
formulate further research. Based on the request, the answer is transacted. These are key concepts in 
knowledge management. A single node of a communication scenario corresponds to a single node of 


intelligent communication systems. 


Keywords: Ontology, methods of knowledge expression, knowledge base, database, facts, 


events, queries, property, event, object, graphs. 


Introduction 

One of the main tasks of the concept of 
"artificial intelligence", which is becoming part of 
information technology and society, is to perform 
comprehensible thinking operations using 
computer systems and their technical devices. It 
consists in creating a real real process of 
interaction between human actions and _ the 
computer (computers) [1, 2]. 

Communication systems can be used to 
create a user query in library systems. This 
requires the methods of artificial intelligence- 
based software modules, architectures appropriate 
to that style, information flow models, 
communication methods, and algorithms to assist 
users in creating or shaping the queries outlined in 
the previous section. 

Based on the above architectures, the 
following can be suggested as mathematical 
support for building an intellectual environment 
and making decisions in it: 

1. Mathematical support of the decision- 
making hierarchy based on formal logical 
knowledge; 

2. Mathematical software based on logical 
semantic connections and production knowledge; 

3. Frame knowledge-based mathematical 
software; 

4. Mathematical support based on_ the 
construction of ontological knowledge. 

It is necessary to build an_ intellectual 
environment for the formation of queries and to 
identify methods of intellectual processing based 
on ontological knowledge in it. 

The expression of ontologies is important to 
ensure that there is natural communication when 
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creating queries. It is expedient to construct 
ontologies for each object of the Library systems 
and to determine the mutual proximity of these 
objects, to combine the objects. 

It has been found that the repetition of the 


architectural process makes it possible to 
implement an _ individual approach in 
communication systems. That is, the basic 
communication methods of communication 


systems are based on: 

1. Question - answer; 

2. Targeted communication; 

3. Purposeless communication; 

This requires the construction of ontologies 
for each PS, the creation of intellectual 
communication scenarios for the organization of 
communication in communication systems, as 
well as methods for determining the proximity of 
their objects. 

Research methodology 

Building an ontology of corporate 
information library objects serves to express 
knowledge and create an intellectual environment. 
In the intellectual environment, decision-making is 
based on the intellectual processing of data. From 


this point of view, in order to create 
communication systems that facilitate the 
formation of queries, copies of intellectual 


environment classes, i.e., working with objects, 
should cover all aspects of thinking in relation to 
the object [1]. 

The construction of an ontology for a 
predmed field is understood on the basis of the 
following trinity: 

O =< X,R,F> 
Here X = {X4qsXopcg My 1 = [KE 
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R ={r1 ,12,..., tk... 'm}, R:X1 X x2 X...X 
Xn , m = |R| - the number of interactions of given 
class objects in the subject area. These serve to 
create a pattern for the interaction of classes. In 
general, class relations are divided into general 
relations (rules are created, in part, on the basis of 
definite relations) and definite, definite relations; 

F:X X R — a limited set of functions that 
interprets given classes and / or relationships. In 
special cases it is used as a set of interpretive 
functions to create a broad glossary, dictionary, 
i.e. x Classes; 

The method of constructing an ontology for 
a subject area consists of two steps: 

1. Conduct preliminary analysis for the 
subject area and determine the characteristics for 
class characteristics; 

2. Build an ontograph model for the subject 
area. In this case, the ontograph is a graphic, the 
ends of which are the classes (objects) of the 
subject area, and the arcs are the relationship 
between them. A graph is a one-way oriented 
graph with several arcs entering and exiting one of 
the three. 

The first stage. When constructing an 
ontology, two types of properties are used for the 
subject area, and they differ from each other: 

—Property value. This is the relationship 
between the classes created and the data type or 
character types; 

—Property-object. This is the relationship 
between the two classes created. 

The second stage. We construct a PS 
ontology using a data model based on an obscure 
hypergraph to construct a model in the form of a 
graph. Here are the basic concepts and 
explanations to formalize this. 

Ontology is a very complex data structure 
that requires imaging using special mathematical 
hardware [3]. We propose to apply a binary 
approach to processing ontological knowledge 
based on the use of an obscure hypergraphic data 
model for PS. The ontology to be constructed is an 
obscure ontology (explicit ontology is an obscure 
ontology is a special case). 

Analysis and results 

While each of the objects is defined with a 
certain degree of belonging to a common class, in 
a general obscure class, this group of objects 
merges. 

From this, the general nonlinear class can be 
thought of as the arc of the obscure hypergraph, 


cajecs.com 


VOLUME 1, ISSUE 5, OCTOBER 2022 


with the ends included in the generalized arc 
forming the general nonlinear class. However, in 
the construction of the ontology, the order of the 
elements, the rules of the relationship between the 
objects, and the direction of the relationship are 
important. Therefore, the first type of obscure- 
oriented hypergraph is included in the obscure 
hypergraphic data model. 

The first type is a vaguely oriented 
hypergraph H = (X,D) and X ={x},i€1,]= 
{1,2,...,n} and D = {d;},j €J,J = {1,2,...,m} a 
set of obscurely oriented bows. In this case, for 
each arc, there is the following (1) obscure a [3]. 

a ee Ha, i Xin) ae Xim) 


dy = (=), (7), -. A) © 


Hf each of aie ee aos dj The obscure 
arc follows the obscurely oriented graph G(d; = = 
(x, U; /;) represented in the form. This graph, too H 
has as many three as there are three in the 
hypergraph. Also H = (X,D) the hypergraph is 
also treated in the same way as a graph with a 
blunt-pointed tip. Such an arbitrary obscure 
ontology can be represented in the form of an 
obscure triangular oriented graph based on 
expression (1) (Fig. 1), i.e. 

0 > X(H) = (x,0) = LJ G(d)) 


dj€D 


Figure 1. O(H) is a nonlinear end-oriented 
graph model for subject-oriented ontology. 
From this there is a class A atomic set that 
is cross-linked with the R relation. In this case, 
the correctly structured set of terms of the 
ontological classification language L is defined as 
follows: 
1. Ifx EA, xEL; 
2. IfxEL,7r, € Rand y; € 
LA= ast 2G Ves, BIEL 
The basic approach of ontology is a simple 
taxonomically incorporated approach. On this 
basis we can generalize the concept of 


ipev__| 


Central Asian Journal of Education and Computer Sciences 
(CAJECS), ISSN: 2181-3213 


transitiveness to all relations between properly 
structured ends (classes). 

O(H) what an ontological graph x, y € X the 
ontological relationship of the ends allows the 
introduction of the concept of an uncertain route 
directed by M (x, y). Henceforth, the directed 
nonlinear route is the nonlinear route, which is 
oriented from x three to y three along the graph 
arcs [4]. 

Intelligent communication scenario 
construction systems are based on ontology-based 
question-and-answer methods, as described in the 
top paragraphs. Question-answer methods are 
mainly database-oriented and are distinguished by 
two features. The first is based on the definition of 
roles in this communication process, for example, 
when the user is in the role of the requester, while 
the software module plays the role of the 
respondent. In the second, the answers to the 
questions are formed on a key-value basis [6]. 

Such approaches are used in many software 
packages, such as DEDUCOM. This program is a 
special case of Lisp-programming modules using 
algorithms for building fact-based communication 
scenarios. The rules for drawing conclusions based 
on lisp expressions are as follows: 

R(X 9 V)AV > Y)) Sf: (& > Y) 


As aresult of research, the scenarios of 
intellectual communication is a cyclical process, 
the elements of which are considered on the basis 

of nodes, its two transition schemes are direct 
transition, conditional transition. 


Ne, M - 
— 
Ne —_—_ 7 | Nis 
Ne, M, 
ee 2 aga 
Ne np 
Figure 3.  Node-to-node diagram of 


intellectual communication scenarios. 

In this case, N - nodes, ie Nk-1 incoming 
question, Nk outgoing answer, questions 
corresponding to the node in the database - li (i = 
1, .. n) and a formalized view of the answers 
corresponding to the node ti (i= 1, .. n). 

Intelligent communication scenarios are 
based on the following rule for direct transition in 
the node-to-node scheme: 


NODE: (r € (node: (Ni ag ni.))) 


7a(we):a(ne)) “ie, 
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J=1..,ni=1,..,n—-1. 

Here A(N,.") is the most universal answer to 
the question posed. Therefore, if no suitable 
answer is found to the question, this most universal 
answer is used. n is the number of options 
corresponding to the question. 

Intelligent communication scenarios are 
based on the following rule for passing through a 
condition in a node-passing scheme: 


NODE: (r (se (node: (Nie 
+ Wi,)))a(¥@ (noae:( 
4 w’)))) ? A(N;,!): a(ng’)) 


> Nes 
j=1,..,n, c=1,..,m<«k-—1, i 
= 1,..,n-1. 


Here A(N,.") the most universal answer to 
the given question and the number of options 
corresponding to the n-question. 

It can be seen from the above transition 
diagrams that in intellectual communication 
scenarios, addressing the questions before the 
current question determines its question memory 
availability and the purpose of the communication 
and creates the desired query for the user. 

In order to achieve the desired query, the 
following conditions must be met for the scenarios 
used in communication systems: 

1. The purpose of the communication 
scenario process can be achieved in limited 
transactions, and with the onset of problem 
solving, all the questions and answers necessary 
for the formation of these transactions are 
identified; 

2. Changing the set of expected answers 
always creates a new set that is different from the 
current one. 

From these conditions, the method of 
constructing intellectual communication scenarios 
based on the Mili machine [5] can be written on 
the basis of the following five. 


D=(Q,4,T,f,g) (2) 
where D_ denotes the communication 
scenario. 
Q = {qi}si = 1, epic 


In the communication scenario method, it 
represents a set of stable states of the automaton 
and corresponds to a set of names of the 
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communication record. Unlike a communication 
protocol transaction, a communication scenario 
transaction includes a single question and all 
possible answers. A steady state is a state of 
waiting for an active communication node to 
respond to a reactive communication node or a 
state of waiting for a reactive communication node 
to ask a question to an active communication node 
[6]. 
f:(T x A) -T 

This refers to the transition function and 
is the transition from the previous scenario to the 
new state scenario (new transaction of the 
scenario). In this case, the action is performed 
depending on the ID of the current transaction and 
the response received from the _ reactive 
communication node. 

g:(Tx A) >Q 

Specifies the output function, which 
determines the ID of the next question, the ID of 
the current transaction, and the current response of 
the reactive communication node. 

The transition and exit functions correspond 
to the classical definition of a national machine 
gun. The transaction function is natural when 
modeling a memory access method. Therefore, it 
uses the ph function instead of the f and g 
functions. 

gp: (T x A) > (TX Q) 

Hence, the transaction function identifies 
the pair. Defines the name of the next question and 
the name of the transaction, the current answer, 
and the name of the current transaction [6]. 

When performing a transaction (transition 
from the previous stable state to the next state), the 
model of the machine can be determined as 
follows. 

D=(Q,4,T,9) 

This expression performs the following 
sequence of events: 

—Accept current response; 

—Understand the current answer Determine 
the name of the next question by the degree of 
relevance m. 

If there is no defined response A structure in 
any way, this means that in order to recognize the 
current response, the D communication scenario 
must relate activity to all elements of the A 
response set during each transaction. The place of 
this set is important for scripts. 

The expression of the description of the 
automatic model, which has the property of 
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remembering the answers of the intellectual 
communication scenario, has two purposes. They 
are: 

—first, an assessment of how useful the 
proposed automated model access to a set of 
questions is in building a communicative scenario 
method; 

—second, the communication provides a 
transition to the next network model of the 
scenario method and consists of identification. For 
example, T = {t;},i € /,/ € (1,...,4) reflect the 
logic of moving to the next question of an active 
communication scenario involving — four 
transactions and in response to the understood and 
misunderstood responses of the communication 
scenario. 

t2 the’ transaction generates a 
corresponding Q2 question based on the active 
communication scenario Q1 question reshaping. 
t2 in the transaction tl expects to receive answers 
to the questions in the transaction. Also, answer 
A2 serves to create a request to return to 
transaction t1 and Q1 to repeat the question. 

The mathematical model of a machine gun 
with the ability to remember the answers of an 
intellectual communication scenario is expressed 
as follows. 

Q = {Q1, Q2, Q3, Qa} 
A= {Ay, Ap, Az, Ay, As} 

T= {t. tz, t3, t4} 

p: (ty, Ay) > (1, Q1) 

p: (ty, A3) > (t3, Q3) 

p: (ty, Aq) > (tq, Q4) 

p: (ty, As) > (2, Q2) 

p: (tz, A1) > (tz, Q2) 

P: (tz, Az) > (ty, Q1) 

p: (tz,A3) > (tz, Qs) 

p: (tz, Aq) > (ta, Qa) 
~ the transaction function (3), represented 
by the function, describes the logic of access to the 
set of questions on the one hand, and in this sense 
can be considered as a mathematical model of the 
method of access to the set of questions, on the 

other hand. 


(3) 


Conclusion 
The mathematical support of the module, 
which facilitates the creation of queries based on 
intelligent communication systems, was analyzed 
and the main results were formed, which will help 
to formulate further research. It was found that the 
repetition of the architectural process could 
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implement an_ individual approach in 
communication systems, and that the main 
communication methods were question-answer, 
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(H) nonlinear end-oriented graph model for the 
ontology designed for PS, and the mathematical 
representation of the automated model with the 


targeted communication, and  non-targeted feature of remembering the answers of the 

communication. The method of constructing the intellectual communication § scenario were 

ontology for the subject area was analyzed, the O —_ developed. 
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